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1 Executive summary 
 
1.1 The Gambling Commission (the Commission) money laundering and terrorist financing risk 

assessment highlights the core risks associated with each of the sectors within the British licensed 
gambling industry.1  

 

1.2 The risk assessment is underpinned by an individual analysis of a number of money laundering and 
terrorist financing vulnerabilities which are in turn supported by a body of evidence and intelligence. 
Assessment of risk is relative to other sectors of the gambling industry. Evidence includes corporate 
data and externally sourced information; both quantitative and qualitative. It also and takes into 
account independent research and expert knowledge from Commission employees, recognising the 
Gambling Commission has regulated the GB gambling industry for over 10 years. The Commission 
recognises, however, that there remain gaps in our understanding and we continue to take steps to 
address them. 

 

1.3 Assessments for each gambling sector have been developed by building on the analysis of the 
individual vulnerabilities. The vulnerabilities identified are at a point in time; emerging vulnerabilities 
will be reviewed and incorporated in future assessments. 

 
1.4 The arcades sector is regarded as medium risk relative to other gambling sectors. The arcades 

sector comprises both adult gaming centres (AGCs) and family entertainment centres (FECs). The 
arcades sector can be further separated, making a distinction between those arcades situated inland 
and in coastal towns and in seaside resorts from those arcades available at motorway service 
stations. There are currently no known instances of money laundering involving FECs and, 
recognising the scale and nature of the part of the sector, vulnerabilities with the arcades sector are 
generally focused on AGCs. 

 

1.5 The non-remote (land-based) betting sector has been assessed as having a higher risk relative to 
other gambling sectors. The non-remote betting sector has three main subsections; off-course2, on-
course3 and pool betting. Within the non-remote betting sector the customer base is varied and often 
customers remain anonymous to the operator (and may be given a nom de plume)4. The variety of 
products and high liquidity are key factors which contribute to the exposure of this sector to money 
laundering. 
 

1.6 The non-remote bingo sector is assessed as being medium risk relative to other sectors. The sector 
is made up of various types of businesses including large bingo clubs, holiday parks, working men’s 
clubs and smaller high street venues. Within the sector category B3 machines5 present 
vulnerabilities especially when used in conjunction with automatic ticket redemption (ATR) 
machines. In most cases this will involve spending criminal proceeds for leisure purposes (criminal 
spend6) rather than through traditional money laundering to ‘wash’ illicit funds. 

 
1.7 The non-remote casino sector has been assessed as a higher risk relative to other gambling sectors. 

The non-remote casino industry has two main subsectors, the high-end and mass market.  
 

                                                 
1 Unlicensed and/or illegal gambling operators are not within the scope of this money laundering and terrorist financing risk 
assessment. The assessment deals with money laundering risks applicable to operators licensed by the Gambling Commission only. 
2 The place where the bet is lodged, if it is not physically made at the event. Premises based betting operators may be referred to as 
off-course bookmakers. 
3 The place where the event takes place. Betting commonly takes place at horse and dog racecourses as well as football, cricket and 
other sporting events. On-site betting operators may be referred to as on-course bookmakers. 
4 A system operated by the betting sector through which an anonymous customer staking above a certain threshold is given a name 
often of the operators choosing (the customer’s name where known or a descriptor where not) which helps to identify and monitor the 
customer’s activity on repeat visits. 
5 The stake and prize must not exceed £2 and £500 respectively for a B3 gaming machine. This class of gaming machine normally 
offers the player the option to vary their stake in each game, referred to as multi-line/multi-stake games. 
6 Criminal spend is a term used to describe simply using, or spending the proceeds of their own or another’s crime for instance for 
leisure purposes. 
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The high-end is characterised by low volume, high value transactions tailoring their businesses to 
individuals of substantial wealth. Mass market casinos are cash intensive, often operating 24 hours 
per day, with high volumes of transactions. The nature of the business attracts a wide and varied 
customer base through a range of casino products, including financial services similar to those in the 
banking sector. The casino industry is highly competitive and operates across global markets 
attracting investors and customers across international borders. 
 

1.8 Gaming machine manufacturers and suppliers do not engage with the end consumers but do work 
with gaming machine retailers, they therefore carry a lower risk. Machine manufacturers and 
suppliers do however have the opportunity to work with customer facing operators to further develop 
the money laundering controls. 

 

1.9 Lotteries, both remote and non-remote, are assessed as lower risk for different reasons. Most 
lotteries are low stake, high volume and, with the exception of the National Lottery, small/medium 
prize gambling. It is generally accepted that the prime motivation for most participants in society 
lotteries is to support the charity or good cause in question. Nonetheless, the lottery sector is 
exposed to money laundering and terrorist financing vulnerabilities. 
 

1.10 The remote sector, excluding lotteries, encompasses all types of gambling activity and should be 
considered a means of participation rather than a separate gambling activity. Remote gambling, 
excluding lotteries however, has been assessed in two parts, remote casinos recognising they are 
currently subject to the Money Laundering Regulations 2007 and remote betting and bingo. Remote 
casinos and remote betting and bingo both have been assessed as being higher risk relative to other 
gambling sectors. 
 

1.11 This assessment of money laundering and terrorist financing risk has been developed in consultation 
with sector and/or industry specialists. The Commission has liaised with law enforcement, including 
the National Crime Agency (NCA), and considered approaches taken by other AML supervisory 
authorities such as the Financial Conduct Authority (FCA). 

 
1.12 The rating of each sector is provided below. 

 
 
 
 
 
 
 
 
 
 
 
 

                                                 
7 Recognising the differences of the National Lottery, they in singularity would also be considered lower risk. 

Casinos 
(non-remote) 

Remote 
(casinos, 
betting and 
bingo) 

Betting  
(non-remote) 

Arcades  Bingo 
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Gaming  
machine 
manufacturers 
and suppliers 

Lotteries 
(remote and 
non-remote7) 

 
Higher 
 

 
Higher 
 

Higher Medium Medium Lower Lower 
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2 Introduction 
 

2.1 Article 7 of the EU 4th Money Laundering Directive (4th ML Directive) requires member states to 
identify, assess, understand and mitigate the money laundering and terrorist financing risks affecting 
it. On 15 October 2015 the National Risk Assessment was published by HM Treasury. This 
considered the casino and betting sectors, giving them an overall ‘low’ rating in comparison to other 
elements of the regulated sector (such as banks or accountants). It is in this context, the 
Commission has compiled its second assessment of money laundering risks within the British 
gambling industry. 
 

2.2 An initial assessment of money laundering risk within the British gambling industry was prepared in 
April 2014.8 This identified four categories of money laundering vulnerability (five with non-casinos). 
The analysis drew heavily from external sources such as the Financial Action Task Force (FATF),9 
and was underpinned by some examples from the Commission corporate record. The second edition 
of the assessment builds on the first by drawing on a wide range of information sources to develop a 
clear evidence based understanding of the vulnerabilities. Our assessment of risk is relative to other 
areas of the gambling industry and not to other industries (such as banking or retail).  
 

2.3 The 4th ML Directive was adopted by the European Commission on 5 June 2015 and is currently 
moving through a two year transposition process. The Directive brings all providers of gambling 
services into the regulated sector and subject to the Money Laundering Regulations (the 
Regulations), with consideration to the below caveat. 
 

2.4 The 4th ML Directive creates the potential for EU member states to exempt (in full or in part) certain 
providers of gambling services where they are able to demonstrate proven low risk following an 
appropriate risk assessment, taking into account the nature and, where appropriate, the scale of 
operations of the services.10 This raises the question of what is ‘low risk’. The preparation of this 
assessment contributes to the Commission’s statutory responsibility11 to advise HM Government of 
gambling matters including, in this instance, its understanding of money laundering and terrorist 
financing risk. It should be emphasised, however, that the assessment is relative to other gambling 
services and not to other regulated activities (such as the financial services sector). 
 

2.5 The Commission has compiled individual money laundering and terrorist financing assessments for 
each of the gambling sectors in preparation for this, with the findings incorporated into this 
overarching assessment across the gambling industry. The Commission is a risk based regulator 
and the risk assessments not only inform our engagement on 4th ML Directive but also provide the 
foundations for any engagement with the gambling industry, while prioritising and driving the 
Commission’s AML approach. 

 
2.6 This risk assessment therefore meets the following requirements: 

a) better enables the Commission to meet its responsibility to advise HM Government  
b) informs and prioritises Commission activity to drive up standards in the industry 
c) acts as a resource to industry informing their own assessment of money laundering and 

terrorist financing risk.12 
 
 

                                                 
8 This first assessment was developed for internal use and to advise relevant HM Government departments 
9 The Financial Action Task Force (FATF) is an inter-governmental body established in 1989 by the Ministers of its Member jurisdictions. 
The objectives of the FATF are to set standards and promote effective implementation of legal, regulatory and operational measures 
for combating money laundering and terrorist financing. 
10 Member states must consider the following factors in their risk assessments:  

 how vulnerable their transactions and payment methods are to money laundering  

 whether they are affected by findings issued in supranational risk assessments issued by the European Commission. 
11 Responsibility to advise HM Government – defined by Section 26 of the Gambling Act 2006 
12 Please see paragraph 3.4  noting the limitations of the MLRA as a tool for operators in this context 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468210/UK_NRA_October_2015_final_web.pdf
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3 Regulatory framework 
 
3.1 The Gambling Act 2005 (the Act) places a responsibility on all gambling operators to keep financial 

crime out of gambling. This is derived from the first licensing objective of ‘preventing gambling from 
being a source of crime or disorder, being associated with crime or disorder or being used to support 
crime’. 

 
3.2 The Proceeds of Crime Act 2002 (POCA) places a further obligation on gambling operators to be 

alert to attempts by customers to gamble money acquired unlawfully. This applies to all forms of 
money laundering including ‘washing’ dirty money, attempting to disguise the criminal source of the 
funds, or simply using criminal proceeds to fund gambling. 

 
3.3 The Terrorism Act 2000 establishes several offences concerned with engaging in or facilitating 

terrorism, as well as raising or possessing funds for terrorist purposes. It applies to all persons, 
including gambling operators and their staff, and includes specific obligations to report suspected 
terrorist financing. 

 
3.4 The regulations require those in the remote and non-remote casino sectors to; for instance, establish 

checks, controls, procedures and employee training to mitigate the risks of money laundering and 
terrorist financing. The regulations designate the Commission as the supervisory authority for 
casinos. 

 
3.5 The risk of crime affects all gambling operators. All operators are required to adopt a risk-based 

approach consistent with Commission guidance and advice, and, for casinos, the Regulations. In 
this context the Commission has consulted on, and made changes to the LCCP that requires all 
operators to develop their own ML risk assessment. This is a key step in the effective management 
of ML risk within their business. This risk assessment has the potential to contribute to the risk-
based approach by shedding further light on money laundering and terrorist financing vulnerabilities 
within their operations. It should be made clear, however, that this risk assessment has the following 
limitations: 

 vulnerabilities assessed are at a point in time and new emerging vulnerabilities need to be 
understood and mitigated 

 not all vulnerabilities apply to all operators and further vulnerabilities are likely to apply 
within local operations 

 operators should understand the risks in the context of their own operation. 
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4 Methodology 
 

4.1 The Gambling Commission defines risk to be the potential that an event, action, or series of events 
or actions will have an adverse effect on the strategic objective of keeping gambling free from money 
laundering related criminality.  

 

4.2 In addition to considering risk in the context of individual licensees we consider risk in the context of 
the collective actions or vulnerabilities in sectors or wider industry. We refer to this as systemic risk, 
in that the events or actions will have a widespread negative consequence.  

 

4.3 The Commission’s methodology considers risk to be a function of threat, vulnerabilities, controls and 
consequence. From this we assess the likelihood of money laundering taking place and the 
subsequent impact upon the strategic of keeping gambling crime free from money laundering 
criminality. Assessing the level of risk involves making judgements as to both the likelihood and 
impact, enabling the identification of options to address its causes or minimise its consequences. 
 

4.4 The Commission’s methodology has similarities to that used to produce the HMT 2015 National Risk 
Assessment and detailed by FATF. It is also important to note that the Commission’s assessment of 
risk within each sector is considered in the context of the British gambling industry not in comparison 
to other regulated industries. Further the Commission may not have access to the confidential 
source materials available to the HMT. 

 

4.5 The methodology uses an approach that can be represented as likelihood X impact = Risk rating. 
 

4.6 The Commission defines terms in the following way: 

 Likelihood – the likelihood of a money laundering risk materialising relates to the 
existence of (i) a credible threat and (ii) its potential to exploit vulnerabilities due to the 
absence or circumvention of controls within the gambling market. 
 

In assessing likelihood of a threat materialising the Commission may also consider:  
o The volume, variety (from different gambling activities) and the speed of monetary 

transactions. 
o The levels of SAR submissions by licensees 
o The complexity of products and services present within each sector. 
o The sectors global connectivity. 

 

 Threat – this is a person, group of people or activity with the potential to cause harm to the 
licensing objective of keeping gambling free from money laundering and sustaining a safe 
and legal gambling market. The threat can manifest itself through the intentional ‘washing’ of 
criminal funds or through criminal spend. It can relate to  people seeking control of gambling 
business for illegal purposes or responsible people recklessly or unwittingly facilitating money 
laundering through their failures to discharge their responsibilities effectively 
 

 Vulnerabilities – this relates to the extent that factors which enable gambling to take place 
may be or are being exploited, used to support or facilitate money laundering. Money 
laundering may entail one or more vulnerabilities being exploited.  
 

The Commission has grouped the relevant factors that are assessed as to vulnerability into 
five categories. These are: 

o Licensee controls vulnerabilities (to include the levels of awareness and 
compliance with Money Laundering Regulations and POCA). 

o Licensing and integrity related vulnerabilities 
o Customer related vulnerabilities  
o Product related vulnerabilities 
o Means of payment related vulnerabilities. 
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 Controls – where threats and vulnerabilities exit, risk will materialise if effective controls are 
not applied. Controls should act to reduce the threats or the vulnerabilities of relevant factors. 
Controls must be continually reviewed for effect and amended as necessary. The 
assessment of vulnerability requires assessment of the effectiveness of the controls in place. 
The absence of or ineffectual application of controls would indicate a high level of 
vulnerability. 
 

The Commission considers controls to include the design, application and review of policies 
and procedures to act upon identified threats and vulnerabilities to reduce the likelihood of 
money laundering risk materialising. Controls are the primary responsibility of the licensee 
but may include actions taken by the Commission through its licensing, compliance or 
enforcement actions. 
 

 Consequence – this is a high level commentary as to what we are seeing to support the risk 
assessment by Commission specialists. It references information and evidence which depicts 
what is happening arising from the vulnerabilities in question. 

 

4.7 In determining a risk rating the Commission considers the likelihood of the risk materialising in the 
context of respective impact. The Commission considers impact to be the extent at which the risk 
materialising will have an effect on the licensing objectives and thereby the general interests of the 
consumer and the effectiveness of the regulatory/supervisory framework.  

 

4.8 The UK government considers that money laundering has significant negative impact for UK society 
and national interests. The Commission agrees with this but because the Commission’s assessment 
in gambling specific and not drawing comparison to other regulated sectors we will also consider 
impact in terms of maintaining a safe and legal gambling market and associated consumer interests.  
 

The Commission’s process 
 

4.9 The Commission’s approach to producing its risk assessment comprises four stages: 

 identification of threats and relevant factors 

 collection and collation of information  

 analysis 

 evaluation.  
 

4.10 Identification of threats, factors and information collection 
 

 The threats and factors relevant to gambling sector money laundering vulnerabilities have 
considered amongst others FATF and EU publications and consulted relevant Commission staff. 
Whilst the Commission has effective relationships with law enforcement and other investigative 
agencies, this assessment may not due to confidentiality have all relevant information relating to 
criminal investigations and intelligence associated with gambling in Britain. Whilst this may be 
contained within law enforcement contributions to the HMT consultations the Commission will work 
to increase its availability in the coming years.  

 

4.11 Analysis 
 

 The analysis focuses upon the threats and vulnerabilities considered relevant and against which 
information from internal and external data sources. An assessment of likelihood is prepared for the 
vulnerabilities considered. The analysis comprises consideration of the risks following actions 
mitigation activity by the sectors and the Commission.  

 

4.12 Evaluation 
  

The evaluation of risk is the result of consideration of the information relating likelihood and impact in 
the context of each gambling sector. The evaluation involved Commission specialists and senior 
management, also taking into consideration the comments received for industry workshops 
conducted in the early stages of the project. 
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5 Money laundering and terrorist financing threat 
 
5.1 The external money laundering and terrorist financing threats the gambling industry face are varied, 

complex and evolving rapidly. The International Monetary Fund as well as the United Nations Office 
on Drugs and Crime have estimated the scale of global money laundering to be equivalent to 
between two and five per cent of the world’s gross domestic product. The UK Home Office has 
estimated the social and economic cost of organised crime in the UK to be at least £24 billion per 
year13. UK Law Enforcement estimated that at 31 December 2014, there were around 5,800 
organised crime groups, comprising some 40,600 individuals, causing harm to the UK.14 

 
5.2 Money laundering and terrorist financing threatens the UK’s national security, economic prosperity 

and international standing. If left unimpeded, it damages communities and undermines the integrity 
of both public and private sector organisations. On an international level, money laundering 
threatens security and stability, as well as harming the UK’s ability to conduct business around the 
world.15 

 
5.3 The gambling industry is not immune to money laundering. It is highly segmented, with a wide range 

of operators offering diverse products in different environments to different types of customers with 
various payment methods. Criminals are increasingly looking for alternative ways to launder criminal 
proceeds and the gambling industry needs to be alert to this. Furthermore, it is accepted that a 
significant proportion of the money laundering that takes place within the gambling industry is by 
criminals spending the proceeds of crime, for example, for gambling purposes rather than the 
traditional ‘washing’ of criminal funds. 

 
5.4 According to the National Crime Agency’s (NCA) Suspicious Activity Reports (SARs) annual report, 

between October 2014 and September 2015 the gambling industry submitted 2459 SARs16 to the 
NCA. This increased from 1,109 in 2013/201417 and 1,062 in 2012/201318.  
 

5.5 The details regarding vulnerabilities, controls and consequence in each gambling sector now follow. 
These are divided into relevant sectors. The order of sectors does not depict the level of risk. 

 
 
 
 
 
 
 

 
 
 
 
 

                                                 
13  https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/246390/horr73.pdf  
14 The Serious and Organised Crime Strategy: Annual Report for 2014. 
15 Source: UK Anti-corruption Plan – December 2014. 
16 http://www.nationalcrimeagency.gov.uk/publications/677-sars-annual-report-2015/file  
17 http://www.nationalcrimeagency.gov.uk/publications/464-2014-sars-annual-report/file  
18 http://www.nationalcrimeagency.gov.uk/publications/94-sars-annual-report-2013/file  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/246390/horr73.pdf
http://www.nationalcrimeagency.gov.uk/publications/677-sars-annual-report-2015/file
http://www.nationalcrimeagency.gov.uk/publications/464-2014-sars-annual-report/file
http://www.nationalcrimeagency.gov.uk/publications/94-sars-annual-report-2013/file
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6 Arcades  
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Scale and size of the sector 
 

6.1 The arcades sector comprises both adult gaming centres (AGC) and family entertainment centres 
(FECs). As of 31 March 2016, there were 492 AGC licence holders with 1,429 premises in Great 
Britain and 161 family entertainment centre (FEC) licence holders with 292 premises.19 The arcades 
sector can be further separated, making a distinction between those arcades situated inland and in 
coastal towns and in seaside resorts from those arcades available at motorway service stations. 

 

6.2 Inland arcades tend to be located on the high street and compete on the basis of customer service. 
The business model is one of repeat business and thus usually relies on low spend but on a regular 
basis, as opposed to large amounts over a short duration20. Seaside arcades on the other hand are 
more likely to cater for a transient population of tourists and more geared towards family 
entertainment, with the inclusion of children in permitted areas. 

 

6.3 Service station AGCs also cater for a transient population and are aimed at those who drive for a 
living, including lorry drivers and sales reps, but would also attract the travelling public using the 
motorway network. 

 
6.4 There are currently no known instances of money laundering involving FECs and, recognising the 

scale and nature of the part of the sector, vulnerabilities with the arcades sector are generally 
focused on AGCs. 

 

Sector summary 
 

Arcades 
Overall rating 

Medium 

 
 

6.6 Relative to other gambling sectors the risk of money laundering through the arcades sector is 
currently rated as medium. Customer, product and means of payment vulnerabilities can all be 
interlinked and exploited by a launderer, especially to simply spend the proceeds of crime for leisure 
purposes. There is evidence of money laundering within the sector, although at present this is 
limited. 

 
6.7 There is room for further development of controls within the sector, particularly those that are 

proactive in nature. Operators should continue to work together and with BACTA to further improve 
standards across the arcades sector.  
 
 

Money laundering vulnerabilities associated with the arcades sector 
 
6.8 The highest rated vulnerabilities within each category are displayed below. It should be noted that 

many of the vulnerabilities do not apply to FECs. 
 
 
 
 
 
 
 
 

                                                 
19 Source: Industry Statistics April 2011 – September 2015 
20 Naturally, there are exceptions to this model where customer spend is more significant. 
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Assessment of licensing and integrity vulnerabilities in the arcades sector 
 
Vulnerabilities 
The licensing and integrity vulnerability identified within the arcade sector is: 

 an arcade business being acquired by organised crime as a means to launder criminal 
proceeds. 

 
This vulnerability received a rating of medium. 
 
Controls 
The Commission has the greatest level of control over the vulnerability of gambling operations 
being run by organised crime. The Commission assesses new licence applications (including for 
personal licences), and current licensees, on a range of factors to ensure the licensee is suitable 
and the activities they carry out are conducted in a way which minimises the risks to the licensing 
objectives. The Commission has robust and independently assured controls to mitigate this 
vulnerability being exploited.21 
 
Consequence 
The Commission has limited information involving this vulnerability being realised. The 
Commission’s controls are robust and any further attempts have been successfully prevented to 
date. This vulnerability received a rating of medium due to being assessed as having a medium 
likelihood of occurrence and medium impact relative to other gambling sectors. 
 

 

 
Assessment of the customer related vulnerabilities for arcade sector 
 
Vulnerability 
The highest rated customer vulnerability in the arcade sector is identified as:  

 anonymous customers laundering proceeds of crime through gaming machines 
 
This vulnerability is compounded by the use of TITO technology and received a rating of medium. 
 
Controls 
Arcade operators must comply with the POCA and should take into account the Commission’s 
advice on POCA as prescribed under section 2.1 of the LCCP22. In this respect they are required 
to have suitable policies and procedures in place, and staff to be trained in this area. 
 
Controls concerning this vulnerability are largely reactive rather than proactive. The service station 
aspect of the AGC sector is at times able to provide significant information to assist law 
enforcement due to the number of reactive controls available. For example, the use of TITO 
vouchers in conjunction with CCTV or triggers and alerts to suspicious gaming patterns of play. 
 
Furthermore, to add to the reactive controls available, all three major service station operators use 
automatic number plate recognition systems which adds to their ability to follow up on criminal 
activity.  
 

                                                 
21 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering.  
22 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 
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Within inland AGCs the ability for staff to intervene and carry out ‘know your customer’ (KYC) 
checks is greater. Automated systems and staff awareness allow operators to flag suspicious 
activity and patterns of play. Again, TITO vouchers used in conjunction with CCTV can provide a 
reactive control to assist law enforcement. 
 
Automated triggers and alerts within this sector have the potential to be effective, however, can be 
further improved and made more robust. 
 
In FECs the very low value of deposits as well as the different types of returns (for example prizes 
rather than monetary returns) acts as a control within itself. 
 
Consequence 
Anonymous customers laundering the proceeds of crime through gaming machines received a 
rating of medium due to being assessed as having a medium level of impact and likelihood. There 
is only limited evidence of this vulnerability being exploited at present, however, anonymity is 
internationally recognised as being a key enabler for money laundering. With the growing 
availability of ATR machines this position has the potential to change. 
 

 

                                                 
23 A gaming machine with a maximum stake of £2 and a maximum price of £500 
24 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 

 
Assessment of product vulnerabilities in arcade sector 
 
Vulnerabilities 
Within the arcade sector the product vulnerability concerns the following: 

 gaming machines, category B323 being used to launder criminally derived funds (excluding 
FECs) 

 
This vulnerability is compounded by TITO technology and when used in conjunction with 
Automated Ticket Redemption (ATR) machines. The vulnerability received a rating of medium. 
 
Controls 
As previously discussed arcades must comply with POCA and have in place suitable policies and 
procedures as prescribed under the LCCP24 ordinary code 2.1. 
 
The AGC sector, especially those at motorway service stations, employ the use of ATR machines 
which can present a money laundering vulnerability when used in conjunction with TITO enabled 
gaming machines, recognising that it would be possible for anonymous customers to gamble 
without any human interaction. 
 
Controls in this area are largely reactive than proactive, with number plate recognition systems, 
the use of CCTV and TITO tickets themselves providing the ability to following up on criminal 
activity and assist law enforcement. 
 
It is recognised that there is more opportunity for staff intervention in AGC operators which are 
not situated at motorway services. A fully automated system can allow for successful flagging of 
suspicious activity and when used in conjunction with CCTV could be used to identify customers 
suspected of money laundering. However, they could be further used and developed across the 
sector. 
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Assessment of means of payment vulnerabilities in the arcade sector 
 
Vulnerability 
The means of payment vulnerability concerning the arcade sector is: 

 TITO used to launder funds when used in conjunction with an ATR machine (excluding 
FECs) 

 cash transactions. 
 
This vulnerability received a rating of medium. 
 
Controls 
The arcades sector must comply with POCA and the operating licence conditions as stipulated by 
the LCCP25. In particular, ordinary code provision 2.1 – anti-money laundering and licence 
condition 5.1.1 – cash handling. 
 
AGC controls are largely around machine triggers and alerts to possible suspicious activity. This 
can prompt staff intervention particularly AGC’s which are not situated at motorway service 
stations. 
 
Some machines within the sector will reject dye stained notes, especially those heavily dyed, as 
well as fraudulent notes and coins. Although TITO is recognised as a vulnerability it can also be 
considered a control when used in conjunction with CCTV. This is, however, reactive in nature. 
 
Consequences 
There is evidence of both vulnerabilities being exploited within the arcades sector; however, at 
present this is limited. It is the ability to remain anonymous, leaving no audit trail which reduces 
the risk to criminals who choose to launder or simply spend the proceeds of crime. 
 
This vulnerability received a rating of medium due to being assessed as having a medium impact 
and being unlikely to occur. Effective proactive controls are needed in order to mitigate this 
vulnerability being exploited, in particular as the availability of ATRs grows. 

                                                 
25 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 
 

 
TITO offers the opportunity to identify suspicious activity (including insertion of large amounts of 
money with little or no play, and subsequent presentation and redemption of the ticket value over 
the counter) using data derived from play. TITO therefore could be considered a control if 
effective processes are in place to mitigate it as a vulnerability. 
 
Consequence 
There is evidence of gaming machines in the AGC’s being used to spend criminally derived 
funds. In the absence of adequate controls, in particular an aspect of human intervention, this 
vulnerability could be exploited by a money launderer. The industry has an opportunity to improve 
flags and triggers to highlight such activity, and develop intervention opportunities as appropriate. 
 
This vulnerability received a rating of medium due to being assessed as having a medium level of 
impact and the medium likelihood laundering criminally derived funds in this way relative to other 
parts of the industry. 
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7 Betting (non-remote) 
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 Scale and size of the sector 

 
7.1 The non-remote betting sector has three main subsections; off-course26, on-course27 and pool 

betting. The non-remote sector accounts for approximately 25% of total Gross Gaming Yield (GGY)28 
for gambling in Britain, amounting to £3,201m, and employed 52,566 individuals as of 30 September 
2015. 

 
7.2 As of March 2016 there were 259 operators licensed for off-course29 activity who occupied 8,809 

shops. The GB non-remote betting sector is dominated by four operators, which collectively account 
for 87% of all betting shops. The average total quantity30 of gaming machines in GB betting shops 
amounted to 34,807 in the current reporting period and accounted for 56% of total betting shop 
GGY. 

 
7.3 In the same period there were 546 operators licensed for on-course31 activity.32 The largest 

percentage of GGY from on-course betting between the period October 2014 and September 2015 
was on horse racing. 

 
7.4 As of March 2016 there were 26 pool betting licensees. Pool betting includes horse racing, dog 

racing, football, other sports pools, and ‘fantasy football' type competitions. The largest percentage 
of GGY from pool betting was on horse racing. 

 
7.5 Within the non-remote betting sector the customer base is varied and often customers remain 

anonymous to the operator (and may be given a nom de plume)33. The variety of products and high 
liquidity are key factors which contribute to the exposure of this sector to money laundering.  
 

7.6 The betting industry is not currently regulated under the Money Laundering Regulations nonetheless 
it needs to comply with the licence conditions and code of practice (LCCP) and POCA, which 
includes an obligation to report known or suspected money laundering activity. All gambling 
operators are required to submit suspicious activity reports (SARs) to the UK Financial Intelligence 
Unit (UKFIU) if they have knowledge or suspicion that a person is engaged in money laundering. 

 

Sector summary 
 

Non-remote betting 
Overall rating 

Higher 

 
7.7 The non-remote betting sector as a whole has been assessed as having a risk rating of higher 

relative to the other gambling sectors. Compliance activity has demonstrated that the off-course non-
remote betting sector is failing to meet their anti-money laundering obligations. 

 
 
 

                                                 
26 The place where the bet is lodged, if it is not physically made at the event. Premises based betting operators may be referred to as 
off-course bookmakers. 
27 The place where the event takes place. Betting commonly takes place at horse and dog racecourses as well as football, cricket and 
other sporting events. On-site betting operators may be referred to as on-course bookmakers. 
28 Gross gaming yield (GGY) the amount retained by operators after the payment of winnings but before the deduction of the costs of 
the operation 
29 Non-remote general betting standard licence 
30 Gaming machine numbers fluctuate during the year and as such operators are required to provide their average number of 
machines. 
31 Non-remote general betting limited licence 
32 Gambling Commission Industry Statistics 
33 A system operated by the betting sector through which an anonymous customer staking above a certain threshold is given a name 
often of the operators choosing (the customer’s name where known or a descriptor where not) which helps to identify and monitor the 
customer’s activity on repeat visits. 
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7.8 Common themes emerge in the off-course part of the industry around appropriately assessing 
customer risk by obtaining adequate information around a customer’s source of funds and wealth, 
failing to respond appropriately to suspicions of money laundering, ensuring effective risk-sensitive 
policies and procedures were in place to identify money laundering were implemented and failing to 
manage the money laundering risk, ensuring information sources are effective, and are acted upon. 

 
7.9 The ability of the non-remote betting sector to effectively apply the requirements of the legislation 

has been called into question. Operators have failed in their ability to apply the requirements to their 
policies, effectively implement such policies into processes and furthermore assure their processes 
are effective and continue to be effective. This demonstrates there are failings in the overall control 
framework put in place by operators. 

 
7.10 Ineffective controls and risk management within the sector increases the likelihood of money 

laundering to occur. The vulnerabilities relating to licensing and integrity, customers, products and 
means of payment all have an increased probability of being exploited where the sectors controls 
are not robust. These overall failures across the sector are taken into account when assessing the 
likelihood of the individual vulnerabilities being exploited. 
 

Money laundering vulnerabilities associated with the betting sector 
 
7.11 The highest rated vulnerabilities within each category are displayed below. Please note that some of 

the vulnerabilities only apply to the off-course sector and do not apply to on-course. 
 

 
Assessment of licensing and integrity vulnerabilities in the non-remote betting sector 
 
Vulnerability 
The licensing and integrity vulnerabilities in the non-remote betting sector are: 
 

 betting operations acquired by organised criminals as a means to launder criminally 
derived funds 

 betting employees acting in collusion with criminals to launder criminally derived funds 
 
The potential for betting operations being run by organised criminals is also identified within the 
UK national risk assessment of money laundering and terrorist financing. Furthermore, FATF34 
recognise employees being complicit in money laundering as a risk within their most recent 
gaming sector review. 
 
Controls 
The Commission mitigates the risk of gambling operations being run by organised crime. The 
Commission assesses new licence applications (including for personal licences), and current 
licensees, on a range of factors to ensure the licensee is suitable and the activities they carry 
out are conducted in a way which minimises the risks to the licensing objectives. The 
Commission has robust and independently assured controls to mitigate this vulnerability being 
exploited. 
 
 
 
 
 
 

                                                 
34 Financial Action Task Force 
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Although the Commission has a role in licensing individuals in qualifying positions it is the 
primary responsibility of the operators to limit any risks of employee collusion. In instances 
where there are concerns over the integrity of a staff member, operators will act appropriately to 
investigate and take action where necessary. Effective training and monitoring of customers and 
transactions mitigates some of the risk associated with this vulnerability.35 
 
Consequence 
The vulnerability relating to licensing risk in terms of betting operations run by organised 
criminals has materialised to the extent that attempts appear to have been made by organised 
criminals to acquire gambling businesses as a means to launder criminal proceeds. However, 
as mentioned previously the Commission’s controls have been robust and any attempt by 
organised criminals to do so appears to have been prevented to date. 
 
The vulnerability of non-remote betting operations run by organised criminals as a means to 
launder criminally derived funds received the rating of medium-to-higher as the Commission 
recognises the high impact, but medium likelihood of occurrence. 
 
Concerning the vulnerability relating to betting employees acting in collusion with organised 
criminals to launder criminally derived funds, the integrity of both controllers and staff employed 
within this sector have at times been called into question. Properly applied controls by operators 
can mitigate the risk of employee collusion. 
 
This vulnerability received a rating of medium-to-higher, recognising the high impact but medium 
likelihood of occurrence. 

 
 

 
Assessment of customer vulnerabilities in the non-remote betting sector 
 
Vulnerability 
Those customer vulnerabilities assessed within the non-remote betting sector are as follows: 

 anonymous customers 

 false documentation used to bypass controls in order to launder criminally derived funds 
(off-course only) 

 accessibility to multiple premises/operators (off-course only) 
 
Accessibility to multiple premises/operators and anonymous customers received a rating of 
higher. False documentation used to bypass controls received a rating of medium. 
 
Controls 
All operators must comply with POCA, the LCCP36 and in respect of these take into account the 
Commission’s advice on POCA as detailed under ordinary code provision 2.1.2. Non-remote 
betting operators should therefore take a proportionate risk-based approach to AML. 
 
Within the larger off-course operators the controls in place to mitigate the vulnerabilities largely 
rely on employee awareness and automatic financial triggers on products to alert them to the 
potential of money laundering.  

                                                 
35 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
36 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 
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The use of CCTV and employee interaction helps operators build profiles of customers. Betting 
operators largely use nom de plume systems to monitor customers of interest. Larger operators 
have central operations and dedicated money laundering teams who monitor patterns of spend 
in near real time, undertake ‘know your customer’ checks to identify high risk customers and 
check the validity of documents provided by a customer. 
 
Smaller operators and independent bookmaker controls also largely involve staff awareness of 
their customers and the nature of their business mitigating much of the risk for example, in 
terms of footfall, passing trade and size of bets. There is, however, often little continual formal 
monitoring of customers which can be evidenced by them. 
 
As many of the pool betting licensees have a general betting standard (GBS) licence as well 
controls within the sector are akin to those in the non-remote off-course part of the sector. 
 
On-course bookmakers record their racecourse business electronically using specialised 
computer software. The licence holder or employee will usually be accompanied by a clerk who 
will log the bets made by customers after bets are verbally accepted from cash and account 
based bettors. These records are occasionally monitored for fraudulent activity. Beyond this, 
there is little by means of direct AML controls carried out by on-course operators, however, the 
nature of the on-course environment, for example, the risk appetite of the operators and 
therefore the size of bets could be considered to mitigate much of the risk of money laundering 
within this area. Furthermore, the transient nature of customers attending on-course events, and 
the limited number of on-course betting events taking place on any given day means there are 
few ongoing customer relationships. 
 
Additionally all gambling sectors37 whether they fall into the regulated sector for money 
laundering or not, must complete age verification checks. The Commission, under its LCCP, 
considers acceptable forms of identity documents to include: any identification carrying the 
PASS logo (for example Citizencard or Validate), a military identification card, a driving licence 
(including provisional licence) with photocard or a passport. 
 
Controls concerning accessibility to multiple non-remote betting operators/premises are largely 
dependent on the individual operator. AML teams from larger operators within non-remote off-
course market are increasingly communicating with one another regarding customers of 
concern. 
 
Consequences 
The Commission has evidence that the controls within the non-remote betting sector are not 
effective enough to mitigate the risk of money laundering. Although it is apparent that some 
operators are better than others at identifying and mitigating risks. The reporting and detection 
of suspicious transactions in the non-remote betting sector is often frustrated by the ability of a 
customer to remain anonymous. 
 
Anonymity is internationally recognised as being an enabler of money laundering. This factor, 
together with the number of operators a customer has access to, acts to compound the 
vulnerabilities of money laundering across this sector. The Commission has evidence of money 
laundering occurring relating to these vulnerabilities. 
 
FATF and the European Commission recognise identity theft as “an increasing trend.” It is 
possible for customers to use false documentation, for example to disguise their identity, to 
avoid being identified as a high risk customer within the gambling industry.  
 

                                                 
37 With the minor exception of certain FECs. 



Page 20 of 61 

 

 
It is becoming increasingly difficult to detect those customers who use false documentation, 
given the number of sophisticated techniques criminals now employ and the broad range of 
nationalities the industry attracts. 
 
Anonymity and accessibility to multiple premises/operators were assessed as being higher risk 
due to the likelihood of occurrence and vulnerability relative to other sectors. False 
documentation received a rating of medium due to the lower likelihood of occurrence. 
 

 

 
Assessment of product vulnerabilities in the betting sector 
 
Vulnerability 
The primary product vulnerability assessed within the betting sector is: 

 Gaming machines, B2 (also known as FOBTs) to launder funds. 
 
This vulnerability is aggravated by the ability to stay anonymous in the sector and the 
accessibility to multiple premises. The permitted stake levels and game returns also make the 
use of B2 gaming machines attractive to a money launder. 
  
This vulnerability received a rating of higher and only applies to off-course betting. 
 
Controls 
Non-remote betting operators must comply with POCA and have suitable policies and 
procedures in respect of the Proceeds of Crime as prescribed under the LCCP38 ordinary code 
2.1.2, and for staff to be trained in this area. 
 
TITO in relation to FOBTs can, if appropriately set up, offer a money laundering control rather 
than a risk. This is because they have the ability, when used in conjunction with CCTV, to 
provide an audit trail. TITO also offers the opportunity to identify suspicious activity (including 
insertion of large amounts of money with little or no play, and subsequent presentation and 
redemption of the ticket value over the counter) using data derived from play. Employee 
awareness within the betting premises is another factor that mitigates the risk of money 
laundering. 
 
Monitoring of machine play and automatic alerts and triggers further provide the opportunity for 
staff intervention and can prompt scrutiny away from shop level within larger operators. 
 
The introduction of a £50 stake requirement39 provides additional protection, although it has 
been recognised that most transactions sit below this threshold and the use of account based 
play remains voluntary. The main control for gaming machines at present is via automated 
alerts or triggers, and through customer loyalty cards (where a player has signed up for the 
facility) for which there is no standard approach. 
 
 
 

                                                 
38 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 
39Customers accessing higher stakes (over £50) are now required to use account-based play or load cash/pay by debit card over the 
counter. Requiring better interaction between customer and operator for those engaged in high stake play improves opportunities for 
more effective provision of information and interventions. Source: Gambling protections and controls, DCMS, April 2014. 
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Consequences 
The Commission considers B2 machines, sometimes referred to as FOBTs,40 to pose the 
greatest product risk in the betting sector, due to the number and availability of such machines 
and evidence indicating money laundering is taking place, albeit it is mostly criminal spend. The 
product vulnerabilities are compounded by the ability for customers to remain anonymous in the 
betting sector. 
 

Specifically, money laundering through FOBTs with TITO technology appears to be a common 
theme, although over the counter betting features too. In cases identified by the Commission, 
the customers were largely monitored (under the nom de plume) due to spend levels, but little or 
no customer due diligence was carried out. 
 
The vulnerability of gaming machines, B2 (FOBTs) received the rating of higher due to being 
assessed as being likely to occur and having a higher impact relative to other gambling sectors. 
 

 

 
Assessment of means of payment vulnerabilities in the non-remote betting sector 
 
Vulnerability 
The primary means of payment vulnerabilities for the non-remote betting sector are:  

 cash transactions. 
 
Cash is internationally recognised as being attractive for money launderers and terrorist 
financers because of its anonymity, being difficult to trace and it is easily transferrable. The UK 
National Risk Assessment (NRA), for example, highlights the use of cash as being high risk. 
The vulnerability associated with cash transactions includes, foreign currency, Scottish and Irish 
notes and fraudulent notes and coins. 
 
Cash transactions within the non-remote betting sector received a rating of higher.  
 
Controls 
All sectors must comply with POCA and the operating licence as stipulated by the LCCP41. In 
particular, ordinary code provision 2.1 – anti-money laundering and licence condition 5.1.1 – 
cash handling. 
 
While in the betting sector it is possible to remain anonymous when conducting cash 
transactions, betting operators will monitor commercially high risk customers by flagging activity 
under their name or assigning them a nom de plume where the customer’s name is unknown, 
particularly with larger betting operators. The use of CCTV and employee interaction helps 
operators build profiles of customers. Controls around smaller betting operators and 
independents largely rely on staff awareness of customers, and the nature of their business for 
example, the footfall and size of bets limits the level of risk posed. 
 
Automated triggers and alerts can mitigate the risk of the proceeds of crime being washed or 
spent in gaming machines. This provides the opportunity for staff to intervene.  
 
 
 

                                                 
40 B2 gaming machines allow for a maximum stake of £100 and a maximum prize of £500.  
41 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
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Additionally TITO has the potential to provide an audit trail for transactions particularly when 
used in conjunction with CCTV. Furthermore, some machines within the sector will reject dye 
stained notes, especially those heavily dyed, as well as fraudulent notes and coins. 
 
The nature of the on-course environment mitigates much of the risk concerning cash 
transactions, for example, the risk appetite of many on-course operators limits the size of bets 
placed. Additionally, the transient nature of customers attending on-course events, and the 
limited number of on-course betting events taking place on any given day mitigates some of the 
risk. 
 
Consequence  
It is evident through casework and compliance activity that controls within the non-remote 
betting sector have not been robust enough to mitigate the risk of money laundering through the 
sector, albeit it is recognised that in the majority of cases this is through criminal spend.  
 
Cash transactions by anonymous customers account for the vast majority of all non-remote 
transactions in the betting sector. It is the ability to remain anonymous, leaving no audit trail 
which reduces the risk to criminals who choose to launder or simply spend the proceeds of 
crime. 
 
The Commission has identified cases where organised crime has sought to wash funds through 
this sector (including dyed notes, Scottish notes, and proceeds of crime in general), although in 
most cases the laundering was through criminal spend and not the ‘washing’ of dirty money. 
 
The risk of the vulnerability being exploited received a rating of higher following the very high 
likelihood of occurrence and higher impact relative to other gambling sectors. 
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8 Bingo (non-remote) 
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Scale and size of the sector 
 

8.1 The bingo industry is made up of various types of businesses including large bingo clubs, holiday 
parks, working men’s clubs and smaller high street venues. The sector employs 13,108 individuals 
across its non-remote estate.42 As of March 2016, there were 200 non-remote bingo licence holders 
and 599 bingo premises across Britain. 

 

8.2 Non-remote bingo GGY amounted to £691.34 million between October 2014 and September 2015. 
Of this, £304.52m is generated through the 59,539 gaming machines. Notably, 36.9% of the sector 
is dominated by two operators, with the remainder of the market comprising of medium sized 
enterprises and a number of small scale operators (SSOs). 

 

8.3 The vast majority of machines operated by this sector fall into category C43 and category D and, 
recognising that these are a lower category of machine (with low stakes and prizes), they are least 
likely to present a money laundering risk when compared with higher category machines. However, 
the sector does operate category B3 machines (which make up approximately 17% of all machines 
across the bingo estate) where the maximum stake is £2 and maximum prize is £500. The amount of 
B4 machines in operation accounts for less than 1% of the machines available in this sector and do 
not appear to cause concern recognising the lower availability.44 

 

8.4 The make-up of gaming machines in bingo clubs has changed in recent years. The introduction and 
widespread use of electronic bingo terminals (EBTs)45 by a number of providers accounts for much 
of the increase in category C and category D machines since April 2011. EBTs can also have 
gaming machine content, and operators have increasingly made this available to their customers. 
 

Sector summary 
 

Bingo 
Overall rating 

Medium 

 
 

8.5 Relative to other gambling sectors the risk of money laundering through the bingo sector is rated as 
medium. Customer, product and means of payment vulnerabilities can all be interlinked and 
exploited by a launderer, especially to simply spend the proceeds of crime for leisure purposes. 
There is evidence of money laundering within the sector, although at present relative to the other 
sectors this is limited. 

 
8.6 The nature of, and controls within the sector can mitigate the risk of money laundering taking place, 

however, these need to be better implemented and further developed to ensure they are risk based 
and proportionate to each business. 

 
 
 
 
 

 

                                                 
42 Source: Industry Statistics 
43 A gaming machine with a maximum stake of £1 and maximum prize of £100  
44 The entitlements to the number of category B gaming machines that may be made available on a bingo premises changed as of the 
1 April 2014, for those operators who were granted a premises licence after 13 July 2011. From that date, these operators may make 
available for use a number of category B gaming machines, not exceeding 20% of the total number of machines on the premises. 
Those with grandfather rights (ie with a premises licence granted prior to July 2011 will be able to choose to site up to 8 category B 
machines or the 20% .) 
45 Electronic bingo terminals (EBTs) are devices that enable the player to participate in live bingo games on by electronic means. 

EBTs can also contain other gambling related content such as slot games.  
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Assessment of licensing and integrity vulnerabilities in the bingo sector 
 

Vulnerability 
The licensing and integrity vulnerability in relation to the bingo industry is identified as: 

 bingo operations run by organised criminals as a means to launder criminally derived 
funds 

 bingo employees colluding with criminals to launder46 criminally derived funds. 
 
These vulnerabilities received a rating of medium. 
 

Controls 
The Commission mitigates the risk of gambling operations being run by organised crime. The 
Commission assesses new licence applications (including for personal licences), and current 
licensees, on a range of factors to ensure the licensee is suitable and the activities they carry 
out are conducted in a way which minimises the risks to the licensing objectives. The 
Commission has robust and independently assured controls to mitigate this vulnerability being 
exploited. 
 
Although the Commission has a role in licensing individuals in qualifying positions it is the 
primary responsibility of the operators to limit any risks of employee collusion. In instances 
where there are concerns over the integrity of a staff member bingo operators will act 
appropriately to investigate and take action where necessary. Effective training and monitoring 
of customers and transactions mitigates some of the risk associated with this vulnerability.47 
 
Consequence 
The vulnerability relating to the potential for a bingo operation being run by organised criminals 
as a means to launder criminally derived funds has not materialised in this sector according to 
the data available. 
 
This vulnerability received a rating of medium due to being unlikely to occur and level of impact 
being minor relative to other areas of the gambling industry. 
 
There is some evidence of possible collusion which raises questions regarding integrity, 
however, the number of incidents reported to the Commission is considered to be low. The 
vulnerability of bingo employees colluding with criminals to launder criminally derived funds also 
received a rating of medium relative to other areas of the gambling industry. 

 
 

                                                 
46 Including criminal spend. 
47 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
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48 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 

 
Assessment of customer vulnerabilities in the bingo sector 
 
Vulnerability 
The customer vulnerability associated with the bingo sector is identified as: 

 anonymous customers laundering/spending the proceeds of crime in bingo premises. 
 
This vulnerability includes simply spending criminal proceeds. Anonymity is recognised 
internationally as a key enabler of money laundering. 
 
The vulnerability received a rating of medium.  
 
Controls 
Bingo operators must comply with POCA and should take into account the Commission’s 
advice on POCA as prescribed under section 2.1 of the LCCP48. In this respect they are 
required to have suitable risk-based policies and procedures in place, and staff to be trained in 
this area. 
 
Many bingo operators operate membership schemes which can remove a lot of the anonymity 
within the sector if used effectively for AML purposes. However, memberships are not 
compulsory and use of information gained through memberships is not being used effectively 
for AML purposes.  
 
Automated systems and staff awareness provide an ability for operators to flag suspicious 
activity and patterns of play. Similarly, the use of CCTV and TITO used in conjunction can 
provide a reactive control to assist a law enforcement investigation. 
 
Consequence 
The type and use of customer information gained through memberships within the bingo 
industry could be better used to mitigate the risk of money laundering within the premises. An 
absence of staff intervention and failure to use information available means customers can be 
anonymous. 
 
The vulnerability relating to customers who remain anonymous within the bingo sector has 
been realised, although there are a limited number of cases according to the data available. 
The vulnerability received a rating of medium relative to other areas of the gambling sector 
following assessment that there would be a medium impact and it is unlikely to occur. 
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49 The stake and prize must not exceed £2 and £500 respectively for a B3 gaming machine. This class of gaming machine normally 
offers the player the option to vary their stake in each game, referred to as multi-line/multi-stake games.  
 

 
Assessment of product vulnerabilities in the bingo sector 
 
Vulnerabilities 
Product vulnerability within the bingo sector concerns the following: 

 gaming machines (in particular category B349) to launder proceeds of crime. 
 
Typically, within this sector, the high category machines offered pose the greatest vulnerability 
to be exploited. Money laundering through the bingo sector is likely to be criminal spend rather 
than traditional ‘washing’. Furthermore, when TITO enabled gaming machines are used in 
conjunction with ATRs no or little human interaction was required. 
 
This vulnerability received a rating of medium. 
 
Controls 
The bingo sector must comply with the Proceeds of Crime Act, and should take into account 
the Commission’s advice on POCA. Controls around machine activity largely rely on staff 
supervision and automated triggers or alerts to suspicious patterns of play. General practice in 
many operators is the requirement for employees to raise any incidents of suspicion with the 
bingo manager and take any necessary action. This includes, but is not limited to, gathering 
additional information on a customer, submitting a SAR and making a decision on the 
relationship with the customer. 
 
Electronic Bingo Terminals (EBTs) (with gaming machine content) allow customers to load an 
account, play minimally, then cash out, although it is not possible to purchase bingo tickets and 
not play. The industry has an opportunity to develop controls to minimise the risk in this area as 
account based play becomes more widespread. 
 
TITO offers the opportunity to identify suspicious activity (including insertion of large amounts of 
money with little or no play, and subsequent presentation and redemption of the ticket value 
over the counter) using data derived from play. TITO therefore could be considered a control if 
effective processes are in place to mitigate it as a vulnerability. 
 
Additionally, the use of CCTV and TITO provide an ability to follow up on criminal activity and 
assist law enforcement. 
 
Consequence 
There is evidence of money laundering occurring through the use of gaming machines within 
the industry, although this is currently limited. Supervision of machine play can be effective in 
mitigating the risk of money laundering, however, further work is still required in this area for 
example, setting machine alerts and triggers to more proportionate risk-sensitive levels. 
 
The vulnerability received a rating of medium due to being assessed as having a medium 
impact and unlikely to occur. 
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Assessment of means of payment vulnerabilities in the bingo sector 
 
Vulnerability 
The means of payment vulnerabilities associated with the bingo sector is identified as: 

 cash transactions  

 TITO when used in conjunction with an ATR machines. 
 
It is internationally recognised that cash transactions are attractive for money laundering due to 
its anonymity, difficulty to trace and ability to transfer. The UK National Risk Assessment (NRA), 
for example, highlights the use of cash as being high risk. The vulnerabilities associated with 
cash transactions includes, foreign currency, Scottish and Irish notes and fraudulent notes and 
coins. 
 
Although TITO can be considered a control in the right circumstances, it is also considered a 
vulnerability particularly when used in conjunction with ATRs as there is little or no human 
interaction required. 
 
These vulnerabilities received a rating of medium. 
 
Controls 
The bingo sector must comply with POCA and the operating licence conditions as stipulated by 
the LCCP50, in particular ordinary code provision 2.1.2 and licence condition 5.1.1 – cash 
handling. 
 
Many bingo operators have membership schemes in place which can mitigate some of the risk.  
Machine triggers and alerts to possible suspicious activity can prompt staff intervention. 
Monitoring of customers and trigger or alert levels vary between operators. Some machines 
within the sector will reject dye stained notes, especially those heavily dyed, as well as 
fraudulent notes and coins. 
 
Although TITO is recognised as a vulnerability it can also be considered a control when used in 
conjunction with CCTV. This is, however, reactive in nature. 
 
Consequence 
FATF and the UK NRA both recognise cash as a money laundering vulnerability. Controls 
around the use of customer information could be further improved within the sector. The sector 
also has an opportunity to work with machine manufacturers to improve alerts and triggers.  
Cash transactions by anonymous customers, in the bingo sector, account for the vast majority 
of non-remote bingo transactions. The ability to remain anonymous and leave no audit trail may 
attract criminals. The use of TITO in conjunction with ATRs allows a customer to avoid staff 
interaction.  
 
There is evidence of both vulnerabilities being exploited within the bingo sector. Both 
vulnerabilities received a rating of medium relative to other gambling sectors. 
 
As the availability of ATRs grows, more robust proactive controls are needed to mitigate this 
vulnerability from being exploited. 
 

 
 
 

                                                 
50 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
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  9 Casinos (non-remote) 
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Scale and size of the sector 
 

9.1 The non-remote casino industry has two main subsectors, the high-end and mass market. The high-
end is characterised by low volume, high value transactions tailoring their businesses to individuals 
of substantial wealth. Mass market casinos are cash intensive, often operating 24 hours per day, 
with high volumes of transactions. The nature of the business attracts a wide and varied customer 
base through a range of casino products, including financial services similar to those in the banking 
sector. The casino industry is highly competitive and operates across global markets attracting 
investors and customers across international borders. 

 

9.2 FATF has identified money laundering risk within casinos, recognising that some of the money 
laundering risks in this sector are similar to those in the financial sector. Casinos (both land-based 
and remote) are captured by the FATF Recommendations and the 4th EU Money Laundering 
Directive, and are required to comply with the Money Laundering Regulations.  
 

9.3 As of 30 September 2015, there were 147 land based casinos in operation in Britain, attracting 20.44 
million visitors between October 2014 and September 2015. The sector is dominated by two 
operators which collectively accounted for 71% of casino premises. The non-remote casino sector 
generated gross gaming yield (GGY) of £691.34m. Most casinos in Britain are now in foreign 
ownership which adds complexity to the money laundering risks associated with the sector, given 
that the operators span across a number of jurisdictions. 

 

Sector summary 
 

Casinos (non-remote) 
Overall rating 

Higher 

 
9.4 Relative to other gambling sectors the non-remote casino sector as a whole received a risk rating of 

higher. Recent compliance activity within the non-remote casino sector has demonstrated there are 
widespread failures to meet the requirements of the Money Laundering Regulations and the 
Commission’s Guidance, ‘the prevention of money laundering and combating the financing of 
terrorists, guidance for remote and non-remote casinos’. Furthermore, the non-remote casino sector 
has failed to embed learning from public statements made by the Commission. Work is now 
commencing with the sector to improve standards in AML controls. 

 
9.5 There are failings across the industry in the control framework put in place by operators. This relates 

to their ability to apply the requirements of legislation and guidance, the ability apply the 
requirements to their policies, the ability to implement the policies and processes and the ability to 
assure the processes are effective and continually effective. 

 
9.6 In particular, common areas identified by the Commission which are of concern relate to the over-

reliance on open-source information which cannot be verified, ongoing monitoring, applying EDD on 
a risk-sensitive basis, record keeping and dealing with suspicion appropriately. 

 
9.7 Ineffective controls and risk management within the casino industry increases the likelihood for 

money laundering to occur. Therefore, vulnerabilities relating to licensing and integrity, customers, 
products and means of payment all have an increased probability of being exploited where the 
sectors controls are not robust. These overall failures across the sector are taken into account when 
assessing the likelihood of the individual vulnerabilities being exploited.  
 

9.8 The highest rated vulnerabilities within each category of the non-remote casino sector are the 
following. 

 
 

http://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatf-recommendations.html
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Assessment of licensing and integrity vulnerabilities in the non-remote casino sector 
 

Vulnerabilities 
 
The two greatest licensing and integrity vulnerabilities in the non-remote casino sector are: 

 attempts by organised criminals to acquire casino operations as a means to launder 
criminally derived funds 

 casino employees acting in collusion with criminals to launder criminally derived funds. 
 
FATF recognise both distinct vulnerabilities within their most recent gaming sector review. The 
vulnerability of casino operations being run by organised criminals is also identified within the 
UK national risk assessment of money laundering and terrorist financing. 
 

Both vulnerabilities received a rating of medium-to-higher. 
 
Controls 
The Commission mitigates the risk of gambling operations being run by organised crime. The 
Commission assesses new licence applications (including for personal licences), and current 
licensees, on a range of factors to ensure the licensee is suitable and the activities they carry 
out are conducted in a way which minimises the risks to the licensing objectives. The 
Commission has robust and independently assured controls to mitigate this vulnerability being 
exploited. 
 
Although the Commission has a role in licensing individuals in qualifying positions it is the 
primary responsibility of the operators to limit any risks of employee collusion. Compliance with 
the licence conditions and codes of practice (LCCP) 51, in particular social responsibility code 
7.1.1 – Gambling staff – casinos, and additionally compliance with SR code 4.2.5 – supervision 
of games and 5.1.1 – cash handling further mitigate the risk within casinos. 
 
In instances where there are concerns over the integrity of a staff member it is expected casino 
operators will act appropriately to investigate and take action where necessary. 
 
Consequences 
The vulnerabilities relating to operator risk in terms of casino operations run by organised 
criminals have materialised to the extent that attempts appear to have been made by 
organised crime to acquire gambling businesses as a means to launder criminal proceeds. 
However, the Commission’s controls have been robust and any attempt by organised criminals 
to do so appears to have been prevented to date. 
 
This vulnerability is recognised by FATF and is discussed in the UK NRA. The vulnerability of 
casino operations run by organised criminals as a means to launder criminally derived funds 
received the rating of medium-to-higher as the Commission recognise the high impact but 
medium likelihood of occurrence. 
 
The vulnerability relating to casino employees acting in collusion with criminals to launder 
criminally derived funds has materialised. The Commission has evidence of employees 
colluding with customers to launder criminal proceeds. The integrity and/or competence of staff 
employed within qualifying and functional positions within the casino industry have at times 
been called into question.  
 

                                                 
51 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering.  
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Serious cases have resulted in licence reviews and subsequent revocation. Properly applied 
controls by operators can mitigate the risk of employee collusion. 
 
This vulnerability received a rating of medium-to-higher, recognising the high impact but 
medium likelihood of occurrence. 

 
 

                                                 
52 Under the Gambling Act 2005 membership is not required and the threshold approach can be applied, whereby customer 
identification is only required if the financial threshold of €2000 is reached. 

 
Assessment of customer vulnerabilities in the non-remote casino sector 
 
Vulnerability 
The Commission identified six customer vulnerabilities relevant to the non-remote casino 
sector: 

 customers breaking up large amounts of cash into smaller transactions in order to 
minimise suspicion and evade threshold reporting requirements, commonly referred to 
as ‘smurfing’. 

 false documentation used to bypass controls in order to launder criminally derived funds 

 use of third parties or agents to obscure the source and ownership of the money 
gambled by participants and their identities 

 customers from high risk jurisdictions using casino facilities to launder criminally derived 
funds 

 customers who appear on international sanctions lists laundering criminally derived 
funds 

 politically exposed persons (PEPs) using casinos to clean criminally derived funds. 
 
Customers breaking up large amounts of cash into smaller transactions in order to minimise 
suspicion and evade threshold reporting requirements, the use of false documentation to 
introduce criminally sourced funds and the use of third parties or agents received the risk rating 
of medium-to-higher. All three of these vulnerabilities are identified by FATF as vulnerabilities 
within the casino sector.  
 
The remaining three vulnerabilities received a rating of medium. 
 
Controls 
In addition to POCA, the casino sector must comply with the Money Laundering Regulations 
2007. They are therefore required to undertake measures regarding customer due diligence 
(CDD) including ongoing monitoring and enhanced due diligence (EDD), record-keeping, 
procedures and training. 
 
Furthermore, senior management within operators have the responsibility to; appoint a 
nominated officer, provide sufficient employee training in relation to money laundering, and to 
establish, maintain and update risk-sensitive policies and procedures. 
 
In threshold casinos52 full verification is not required until the customer reaches or approaches 
the €2000 threshold.  
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53 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 
54 Structuring or ‘smurfing’ is the breaking of large amounts into smaller amounts for the purposes of money laundering. This is often 
accompanied by the use of third-party ‘mules’ to undertake transactions with the structured funds. Funds exchanged for casino value 
instruments are often cashed up’ 

 
Some of the controls available to mitigate the vulnerability of exploiting the CDD threshold arise 
from requirements contained within the LCCP53 relating to table supervision, CCTV and 
effective employee training so employees recognise possible indicators of money laundering. 
 
Measures to reduce fraud in the casino sector begin with the registration process and initial 
screenings, authentication and verification. Many operators use a range of software which 
enhances the ability to validate a customer’s identity and prevent fraud. More sophisticated 
software which risk scores a customer on the basis of their historical play and transactions is 
further used to prevent fraudulent activity. 
 
Casinos are required to have effective controls to manage high risk customers. Many operators 
compare new and existing customers against PEP databases and sanctions lists although it is 
recognised that the approach to PEPs varies across operators. Parts of the industry develop 
and maintain awareness of those countries which are considered a high risk of corruption. 
Although there is evidence of such good practice, there is no indication that this is widespread 
across the casino industry. 
 
Consequence 
The effective implementation policies and procedures and having assurance that the controls in 
place are robust within the casino industry are two broad areas of weakness demonstrated 
through compliance activity and casework over the past 18 months. The public statements 
issued by the Gambling Commission demonstrate serious failings within the industry around 
CDD, EDD, ongoing monitoring and record keeping.  
 
FATF recognise that structuring and/or smurfing54 occur within the casino sector, the extreme of 
which being where other customers are being used as ‘mules’ to launder money below the 
threshold in threshold casinos. The Commission holds some evidence of this vulnerability 
materialised, however, it is limited. Customers breaking up large amounts of cash into smaller 
transactions in order to minimise suspicion and evade threshold reporting requirements 
(smurfing), received the risk rating of medium-to-higher following being identified as having a 
medium-to-higher impact and being likely to occur relative to other gambling sectors. Evidence 
suggests that there are opportunities for casinos to improve their controls to mitigate this 
vulnerability. 
 
FATF and the European Commission recognise identity theft as “an increasing trend.” It is 
possible for customers to use false documentation, for example to disguise their identity, to 
avoid being identified as a high risk customer within the gambling industry. It is becoming 
increasingly difficult to detect those customers who use false documentation, given the number 
of sophisticated techniques criminals now employ and the broad range of nationalities the GB 
casino industry attracts. The vulnerabilities relating to customers who attempt to open accounts 
by using forged or stolen identities affects all gambling sectors, however, the controls available 
in the casino sector appear to be strong. 
 
The use of third parties and agents primarily applies to the high-end casino industry. It received 
a rating of medium-to-higher recognising the high impact relative other parts of the gambling 
industry.  
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55 Compounded by ticket in, ticket out (TITO) technology and the use of automated ticket redemption machines (ATRs) 
56 Is when a casino operates both ‘Membership’ and ‘Threshold’ approaches 
57 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 

 
Steps are being taken by the industry and the Commission to ensure the use of third parties 
and agents are prevented from being used as a way to facilitate money laundering in the GB 
casino sector. 
 
The Commission does not have significant evidence that PEPs, customers from high risk 
jurisdictions or customers appearing on sanctions lists are laundering the proceeds of crime 
through the casino sector. The Commission currently holds only limited information on the 
number of PEPs frequenting British casinos. It is anticipated that the 4th ML Directive will 
extend the current requirements to include domestic PEPs which will further act as a control; 
however, many casinos measures already adopt domestic PEPs. These vulnerabilities received 
a rating of medium due to being unlikely to occur. 
 

 
Assessment of product vulnerabilities in the non-remote casino sector 
 
Vulnerability 
 
The product vulnerabilities within the sector are: 

 electronic roulette55 

 peer-to-peer gaming (poker) B2C. 
 
The vulnerabilities relating to electronic roulette where customers play individually off a terminal 
rather than at a live table are compounded by the use of ticket in ticket out (TITO) facilities. 
TITO allows a customer to cash out using an ATR machine without the need for human 
intervention. This risk applies to threshold and hybrid56 casinos where a customer plays below 
€2000. 
 
The vulnerability of peer-to-peer gaming (poker) is associated with the ability for customers to 
collude and deliberately ‘transfer’ funds to one another. The Commission considers peer-to-
peer gaming (poker) and electronic roulette to be two of the highest risk products offered by the 
casino sector, receiving a rating of higher. 
 
Controls 
The casino sector must comply with POCA, the MLRs and should act in accordance with the 
Commission’s guidance on anti-money laundering as prescribed under LCCP57 ordinary code 
provision 2.1.1. Casino operators are therefore required to apply a risk-based approach to 
manage and mitigate the money laundering and terrorist financing risks faced. 
 
LCCP Social Responsibility code provision 4.2.5 requires non-remote casinos to put in place 
effective policies and procedures concerning supervision of gaming at tables. Furthermore, 
licence condition 5.1.1 – cash and cash equivalents requires operators to put into effect policies 
and procedures designed to minimise the risk of crimes such as money laundering. 
 
Controls to mitigate product risks within the non-remote casino sector include effective table 
supervision and awareness by staff, the use of CCTV, transaction monitoring and automated 
alerts and triggers on gaming terminals. 
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Assessment of means of payment vulnerabilities in the non-remote casino sector 
 
Vulnerability 
The greatest means of payment vulnerabilities within the casino sector are: 

 cash transactions (this includes, the exchange of foreign currency) 

 ticket in, ticket out (TITO) in a Threshold Casino58. 
 
Cash is internationally recognised as being attractive for money launderers and terrorist 
financers because of its anonymity, being difficult to trace and being easily transferrable. The UK 
National Risk Assessment (NRA), for example, highlights the use of cash within the regulated 
sector as high risk. The vulnerabilities associated with cash transactions includes foreign 
currency, stained and fraudulent notes and coins. 
 
Although TITO can be considered a control in the right circumstances, it is also considered a 
vulnerability particularly when used in conjunction with ATRs. 
 

Both vulnerabilities received a rating of higher. 
 
 
 
 
 
 
 
 
 
 
 

                                                 
58 This risk is compounded when considered in conjunction with Electronic Roulette and in situations where the casino operates an 

Automatic Ticket Redemption machine. There is evidence of the use of TITO in threshold casinos enabling the use of large amounts 

of cash whilst staying beneath the threshold and in the absence of human interaction. 

 
Where gaming terminals are concerned, the effectiveness in identifying activities which may 
raise suspicion of money laundering varies between operators. Operators have set up alerts 
and triggers to identify suspicious patterns of play and to comply with the €2000 threshold. 
 
Consequence 
Demonstrated through casework and compliance activity over the past 18 months the 
Commission is not convinced the casino industry as a whole is applying their requirements to 
the rigour set out in the Money Laundering Regulations. 
 
The Commission considers peer-to-peer gaming (poker) and electronic roulette to be higher risk 
products offered by the casino sector. There is evidence that these product vulnerabilities have 
materialised in the sector and there is an opportunity to improve the relevant controls. 
 
For example, evidence of the product vulnerability of electronic roulette terminals being 
exploited largely relates to there being absence of human intervention. It is, however, 
recognised that some casinos are employing additional staff in related areas of security and/or 
compliance that could improve the position. 
 
Electronic roulette is rated higher due to the history of occurrence around this vulnerability and 
being assessed as having a medium-to-higher impact. Peer-to-peer gaming (poker) was also 
rated as higher as they were assessed as having a high level of impact due to the absence of 
effective apparent controls to mitigate the vulnerability being exploited. 
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Controls 
As previously discussed the casino sector must comply with the Money Laundering Regulations, 
LCCP59 and should act in accordance with the Commission’s AML guidance. In regards to 
foreign currency and large cash transactions, LCCP Social Responsibility Code provision 5.1.1 
requires all casino operators to have effective policies and procedures concerning the handling 
of cash, and cash equivalents (banker’s drafts, cheques and debit cards) designed to minimise 
the risk of crimes such as money laundering. 
 
The implementation of controls to mitigate money laundering risks associated with cash, within 
the casino sector, vary widely between operators. This is particularly true when comparing the 
vulnerabilities within a membership60 casino and a threshold casino. It is standard practice that if 
a customer wishes to use a foreign exchange facility they would be required to have an account 
or be a casino member, therefore customer due diligence would have been carried out on at 
least one occasion. Additionally, cashiers who operate the foreign exchange service within the 
casino undergo training in relation to AML and POCA. 
 
TITO controls primarily involve staff supervision, automatic triggers/alerts to machine based play 
and the use of CCTV. Customer due diligence is carried out when the €2000 threshold is 
approached and enhanced customer due diligence on those customers considered higher risk. 
Many machines within the sector will reject dye stained notes, especially those heavily dyed, as 
well as fraudulent notes and coins. The sector has an opportunity to work with machine 
manufacturers to further improve such alerts and triggers. 
 
Consequence 
FATF are one of many international bodies that identify the reliance by criminals and terrorists 
on cash. By using cash, launderers are able to stay close to their money without having to place 
those funds into the financial sector leaving some form of audit trail.61 The Commission supports 
FATF’s view in its own assessment, finding strong evidence of the vulnerability of cash 
transactions being exploited within the sector. 
 
Due to the strong history of occurrence and the high impact if the risk materialised cash 
transactions received rating of higher. 
 
There is evidence which suggests criminals have exploited this vulnerability to launder the 
proceeds of crime. Where the means of payment vulnerability of TITO in a threshold casino has 
been exploited it largely relates to there being an absence of human intervention or AML controls 
not being proportionately implemented across the individual casino.  
 
This vulnerability received a rating of higher due to the likelihood of occurrence and the higher 
impact of the risk materialising.  
 

 
 
 

 
 

 
 

 

                                                 
59 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
60 Membership casinos require a customer to provide full ID before being allowed entry. 
61 FATF: Vulnerabilities of Casinos and Gaming Sector – March 2009 
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10 Gaming machine manufacturers and 

suppliers 
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Scale and size of the sector 
 
10.1 Gaming machines are used in most sectors and constitute a substantial component of operators’ 

income, including casinos, betting, arcades and bingo clubs. Machines also form part of the 
entertainment offered within working men’s clubs and pubs. The current Commission licensing 
structure has grouped together two distinct industries under the auspice of gaming machines to 
include both manufacturers and suppliers of gaming machines. 

 
10.2 As of 31 March 2016, there were 537 operators holding 582 gaming machine technical (GMT) 

licences. The sector employs 6,092 (as of September 2015) and is dominated by four 
manufacturers62 who produce the largest quantity of machines. The average total of gaming 
machines across all gambling sectors in Great Britain during the period October 2014 to September 
2015 was 171,134 and amounted to a total of £2.5bn in GGY. The machines are supplied on the 
following basis:63 

 profit share   

 leased 

 sale 

 rental. 
 

10.3 For manufacturers of gaming machines and the associated software, the size of operation is not 
always an indication of potential risk since a small scale manufacturer can produce a single game 
which, if successful, could be spread across many thousands of machines in the market in, for 
example, licensed betting offices. Similarly, new developments of a single machine type could 
proliferate, a facet unique to the machine sector.64  

 
10.4 Machine manufacturers/suppliers are not held directly responsible for money laundering and terrorist 

financing risks arising from customer interaction. They do, however, have a vital role to play in 
supporting business to customer (B2C) operators through the development of automated controls. 
As the Commission license machine manufacturers/suppliers it is important to consider 
vulnerabilities related to this sector. 

 

Sector summary 
 

Manufacturers and suppliers 
Overall rating 

  Lower  

 
10.5 Relative to other gambling sectors the risk of money laundering through gaming machine 

manufactures/supplier licensees is currently rated as lower. The main vulnerabilities related to this 
sector concern means of payment, through TITO and the use of ATRs and the gaming machines as 
a product. It is acknowledged that machine manufacturers do not interact with customers and 
therefore responsibility for money laundering and terrorist financing risks arising from customer 
interaction is greatest on the operators of the machines. However, manufacturers/suppliers have a 
role to play in developing controls with other gambling sectors to better mitigate the risk of money 
laundering through machine play. 

 
 

 
 

 

                                                 
62 Astra Novomatic Group (Astra Games/Bell Fruit/Empire Games), Scientific Games Group (Global Draw/Barcrest), Reflex Gaming, 
Inspired Gaming 
63 Manufacturers play an important role in developing and promoting AML controls. 
64 Elements of this sector feature elsewhere in the MLRA. They are, however, considered separately recognising the important role 
undertaken by manufactures. 
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Assessment of the licensing and integrity vulnerabilities relating to gaming machine 
manufacturers/suppliers 
 
There are no licensing and integrity vulnerabilities which could have a significant impact and are 
likely to occur in the gambling industry. There is no evidence to suggest that machine 
manufacturers have been acquired by organised crime for the purpose of laundering criminal 
funds. Moreover, there are no known incidents involving staff employed by gaming machine 
manufacturers manipulating machines, although there are isolated cases involving gaming 
machines being targeted by criminals while in transit in an attempt to manipulate the machine 
hardware/software for gain. 

 
 

 

 
Assessment of customer vulnerabilities relating to gaming machine 
manufacturers/suppliers 
 
Gaming machine manufacturers do not have direct interactions with the end consumers of their 
products. They are business-to-business providers and, consequently, are not exposed to the 
same customer risks as an operator of gaming machines.  
 
However, a customer defrauding gaming machines is a matter which affects gaming machine 
manufacturers and the Commission has seen cases where malicious software has been 
employed to commit fraud. 
 
In cases where customers have attempted to defraud the machine, the operator and the 
manufacturer work together to ensure that any incidents are investigated and any risk removed or 
reduced to an acceptable level. All parties (operators and manufacturers) will take active steps to 
do this, given the commercial impact should they fail to do so. 

 

 
Assessment of the product vulnerabilities relating to gaming machine 
manufacturers/suppliers 
 
Vulnerability 
The product vulnerability is: 

 gaming machines used to launder the proceeds of crime, including criminal spend. 
This is an operational issue and would only be applicable where the 
manufacturer/supplier process, and provides the tools to; mitigate the risk of money 
laundering. 

 
This vulnerability received a rating of lower. 
 
Controls 
All operators must comply with POCA, the LCCP and should take into account the Commission’s 
advice on POCA as prescribed in the LCCP. Explicitly, gaming machine manufacturers must 
comply with gaming machine technical standards (GMTS). The standards are deemed to provide 
some protection against the money laundering vulnerabilities. 
 
Gaming machine manufacturers have developed controls to mitigate money laundering risks 
associated with gaming machines, and TITO acts as one such control (albeit TITO can also be 
considered a vulnerability).  
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Assessment of means of payment vulnerabilities affecting gaming machine 
manufacturers/suppliers 
 
Vulnerability 
The relevant vulnerability is identified as: 

 TITO used in conjunction with ATR machines in casinos, bingo halls and AGCs.65 
 
ATR machines are currently available in the casino, bingo and the arcade sectors. This is a 
machine operator issue, but provides an opportunity for manufacturers/suppliers and operators of 
the machines to work together to improve controls. 
 
Within this sector this vulnerability is regarded as lower risk. 
 
Controls 
As previously mentioned machine manufactures/suppliers have money laundering and terrorist 
financing responsibilities under POCA and the LCCP, as well as the GMTS.  
 
 

                                                 
65This is a machine operator issue, but provides an opportunity for manufacturers and retailers to work together 

 
TITO enabled gaming machines are not all currently monitored in real time, making it difficult for 
gambling operators to detect potential money laundering as it takes place.  
 
Money laundering can be detected via automatic alerts and/or triggers. At present the setting of 
redemption and churn level limits (which creates alerts for TITO enabled machines) are varied 
across operators and sectors. Machine manufacturers/suppliers and the operators of such 
machines have an opportunity to work together to develop a standardised approach. It is 
recognised machines will reject heavily dye stained notes, especially those heavily dyed as well 
as fraudulent notes and coins. 
 
Whilst it is recognised that TITO, alerts and similar technologies have the potential to mitigate the 
risk of money laundering through machine products, it should be noted that technological 
solutions alone cannot capture all incidents of money laundering. Therefore, effective staff 
intervention to determine whether an alert is valid or not is needed.  
 
Consequence 
Money laundering cannot be identified by a gaming machine manufacturer in isolation. Gaming 
machine manufacturers would not necessarily be in a position to identify ‘reasonable suspicion’ 
where money laundering is concerned, recognising that they do not have access to all 
information available, including customers details. The information available (i.e. machine 
transaction data) does not identify the customer and/or any behavioural factors which may inform 
‘reasonable suspicion’ taking place in the physical environment.  
 
The numbers of incidents involving counterfeit coins and/or dyed notes reported to the 

Commission is low but significant. Where concerns are raised (from a fraud perspective and 

standard daily reporting) and/or the data may be suggestive of such activity, the information is or 
should be shared with the operator for them to take a considered decision and conduct an 
investigation. It is, however, recognised that manufacturers can do more to work with their clients 
to develop alerts and controls to mitigate money laundering risk vulnerabilities. The level of risk 
has been assessed as lower given the absence of customer facing engagement. 
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Controls to mitigate the risk of TITO, when used in conjunction with ATRs, being exploited by a 
launderer revolve around automatic triggers being set for machine play, and those triggers being 
effectively acted upon by the operator of the machines. 
 
There is no standardised approach to setting redemption and churn level limits at present across 
sectors. Therefore there is an opportunity for manufacturers/suppliers and operators of the 
machines to develop a standardised approach to reporting and alerts to potential money 
laundering activity. 
 
Consequences 
The Commission is aware of instances from law enforcement where tickets are used as a store 
for, or means of exchange of, criminally derived funds. The Commission also has evidence of the 
use of gaming machines with the use of TITO and ATRs to spend criminally derived funds.  
 
However, evidence of money laundering cannot be identified by a gaming machine 
manufacturer/supplier alone as it requires the operator of the gaming machines and their staff to 
effectively interact and make a risk-based decision. Therefore due to the absence of customer 
facing engagement this vulnerability received a rating of lower. 
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11 Lotteries (non-remote and remote) 

including the National Lottery 
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Scale and size of the sector 
 

11.1 The lotteries sector comprises of the National Lottery (operated by Camelot UK Lotteries Limited 
(CUKL)), large society lotteries, external lottery managers (ELMs) and lotteries operated by local 
authorities. The sector also includes a class of exempt lotteries, including small society lotteries 
registered with local authorities and small lotteries operated by members of the public66. 

 
11.2 As of 31 March 2016, there were 483 non-commercial67 society lottery operators licensed by the 

Commission and 39 ELMs holding 881 lottery licences and the National Lottery Operator (CUKL). 
 
11.3 The National Lottery is run by a commercial company, Camelot UK Lotteries Limited, under License 

from the Gambling Commission until 2023. The Commission also licenses individual games that 
Camelot introduces. These include draw-based games, such as Lotto and EuroMillions, 
Scratchcards, and online Interactive Instant Win Games. The National Lottery’s contributions to good 
causes between October 2014 and September 2015 was £1.7 billion. 

 
11.4 Large society lotteries and lotteries promoted by local authorities require a licence from the 

Commission. Small society lotteries can operate under a registration with their local authority. A 
large lottery is defined as one where the proceeds (ticket sales) in a lottery may exceed £20,000 or 
the aggregate proceeds over a year exceed £250,000. Other types of exempt lotteries do not require 
specific permission but must comply with a number of rules set out in the Act. Large society lotteries 
contributed £195.7million to good causes between October 2014 and September 2015. 
 

11.5 Most society lotteries are low stake, low frequency and small prize gambling. The society lotteries 
licensed by the Commission are mainly operated by charities and other good causes such as sports 
clubs. Those that are registered charities are also regulated by the Charity Commission and the 
Office of the Scottish Charity Regulator, a small number are Community Interest Companies (CICs) 
who are also regulated by the CIC regulator. It is generally accepted that the prime motivation for 
most participants in society lotteries is to support the charity or good cause promoting the lottery 
rather than primarily for gambling.  

 
11.6 ELMs are commercial businesses that are licensed by the Commission to promote lotteries on 

behalf of societies. Some ELMs operate larger ‘brand lottery schemes’ where multiple society 
lotteries are promoted under a lottery brand, with some of these lotteries larger in scale than most 
society lotteries and some offering larger prizes. The maximum prize that can be paid in a society 
lottery is £25,000 or 10% of the maximum proceeds (£4 million) up to £400,000. 

 

                                                 
66 The Gambling Act outlines different classes of lottery, which have different licensing and regulatory requirements. Here is a short 
description of them.  
Small society lotteries:  The society in question must be set up for non-commercial purposes eg sports, cultural or charitable. There 
is a top limit of £20,000 on ticket sales in a single lottery or £250,000 in cumulative lotteries in a calendar year. Small societies must 
register with the local authority. 
Large society lotteries: Same purposes as small society lotteries. Tickets sales are limited to £4 million in a single lottery or £10 
million in cumulative lotteries in a calendar year. Large societies are regulated by the Gambling Commission and must hold a licence 
issued by the Commission. 
Private society lotteries:  Any group or society except those set up for gambling. The proceeds of the lottery must go to the 
purposes of the society, which cannot be for the purpose of gambling. Lottery tickets can only be sold to members or people on the 
premises of the society and no advertisement or promotion of the lottery can occur other than on the premises. 
Work lotteries:  These can only be run and played by colleagues at a particular place of work. This type of lottery cannot be 
promoted for fundraising. 
Residents’ lotteries: These can only be run and played by people living at a particular address. This type of lottery cannot make a 
profit, and so is unsuitable for fundraising. 
Customer lotteries: These can only be run by a business, at its own premises (single set of premises) and for its own customers. No 
prize can be more than £50 in value. This type of lottery cannot be promoted for fundraising. 
Incidental non-commercial lotteries: These are held at non-commercial events, such as school fetes etc. All the sales and the draw 
must take place during the main event, which may last more than a single day. No more than £500 of the proceeds collected can be 
used for prizes (prizes are usually donated) and tickets can only be sold at the event. 
67 A society is defined as non-commercial if it is organised for charitable, sporting, cultural or other purposes apart from private or 
commercial gain. 

http://www.gamblingcommission.gov.uk/Gambling-sectors/Lotteries/About-the-lottery-industry/About-lotteries-raffles/Society-lotteries.aspx
http://www.gamblingcommission.gov.uk/Licensing-authorities/Information-for-licensing-authorities/Local-authority-lotteries.aspx
http://www.gamblingcommission.gov.uk/Gambling-sectors/Lotteries/Getting-a-licence/Do-I-need-a-licence/Do-I-need-a-licence.aspx
http://www.gamblingcommission.gov.uk/Gambling-sectors/Lotteries/About-the-lottery-industry/About-lotteries-raffles/Society-lotteries.aspx
http://www.local.direct.gov.uk/LDGRedirect/Start.do?mode=1
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Sector summary 
 

Lotteries (remote and non-remote) incl. 
National lottery 

Overall rating 

Lower 

 
11.7 The risk of money laundering through the lotteries sector as a whole is rated as lower. Vulnerabilities 

within the sector could be exploited by a launderer, especially to simply spend the proceeds of 
crime. However, the nature of the products within the sector and the controls applied largely mitigate 
the risk of lotteries being used to launder the proceeds of crime. The Commission has no evidence 
where money has been laundered through the GB lottery sector including the National Lottery. 

 

 
Assessment of licensing and integrity vulnerabilities in the lotteries sector 
 
Vulnerabilities 
The licensing and integrity vulnerability within the lottery sector is: 

 lottery operators acquired by criminals as a means to launder funds (lottery). 
 
This vulnerability applies to the National Lottery where a retailer who offers National Lottery 
products allows the products to be exploited for criminal purposes. However, this does not refer to 
the National Lottery being taken over by criminals because the licensing process differs to the way 
society lotteries are granted licenses. International competitions are run for the licence and 
consortia invited to bid for the opportunity. Whereas a society lottery application generally takes 
around 6 weeks to process, the National Lottery licence competition process can take a number of 
years which provides for a much more extensive process. 
 
This vulnerability received a rating of lower. 
 
Controls 
The Commission’s controls mitigate the vulnerability of gambling operations being run by 
organised crime. The Commission assesses new licence, and current licensees, on a range of 
factors to ensure the licensee is suitable and the activities they carry out are conducted in a way 
which minimises the risks to the licensing objectives. The Commission has robust and 
independently assured controls to mitigate this vulnerability being exploited.  
 
The National Lottery takes steps to prevent fraud, for example, the operation of a dedicated 
security team who monitor transactions, as well as staff vetting and security standards. 
 
Small society lotteries must register with a local authority and therefore would need to meet a 
range of requirements set out by the local authority. Notably the Act sets out requirements relating 
to prize limits and proceeds. 
 
Consequences 
There are a small number of cases where a lottery has been run unlawfully and the proceeds of 
the lottery have been misused, however, these cases are isolated incidents. Following this, the 
controls (both direct and indirect) within the lottery sector currently appear to be sufficient to 
mitigate the vulnerability being exploited. 
 
The Commission has explored the potential for lotteries to be run as a money laundering vehicle 
by organised crime, including sharing sample data with law enforcement partners. Whilst 
recognising this vulnerability there is currently nothing to suggest that this is taking place. 
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68 This vulnerability has been considered in the context of the National Lottery and society lotteries separately recognising the 
different levels of impact. 
69 This vulnerability has been considered in the context of the National Lottery and society lotteries separately recognising the 
different levels of impact. 
70 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 

 
The number of remote betting applications where the Commission has reason to question the 
integrity, ownership and provenance of funding for businesses is increasing and this has been 
linked to the new requirement for overseas operators to be licensed by the Commission. 
 
The 2014 Act has exposed the Commission to a greater degree of risk in this area recognising 
that some gambling operators are located in geographical areas outside the UK, some of which 
could be characterised by poor governance, political instability or with significant crime or terrorist 
threats. This is supported by the number of remote betting applications where the Commission 
has questioned the integrity, ownership and provenance of funding into the business. At present 
there are a low number of operators licensed by the Commission who are located in areas 
characterised by the above. This is being kept under review by the Commission. 
 
The vulnerability of a lottery operator being acquired by organised crime as a means to launder 
funds therefore received a rating of lower due to the being assessed as being very unlikely to 
occur and having a medium impact.  

 

 
Assessment of customer vulnerabilities in the lotteries sector 
 

Vulnerability 
The customer vulnerability identified within the lottery sector are as follows: 

 anonymous customers laundering proceeds of crime (non-remote lotteries only)68 

 false documentation 

 customer not physically present (remote lotteries only)69. 
 

Controls 
The lottery sector must comply with POCA. In this respect, all lottery operators licensed under the 
Gambling Act are required to comply with LCCP70 ordinary code 2.1 – anti-money laundering.  
Lottery operators must also comply with ordinary code 5.1.5 which recommends adopting at least 
one of three options with regards to the mailing of tickets to restrict the numbers of tickets sent, 
prohibit mailing to non-members unless solicited or to maintain records of tickets distributed and 
not returned. 
 

The Act sets out requirements relating to prize limits and proceeds of small society lotteries which 
could be considered a mitigating factor. Additionally, the low stakes across the lottery sector 
suggest a lower money laundering risk. 
 
To prevent fraud in most cases when claiming lottery prizes of any significance identity is verified. 
The National Lottery takes steps to prevent fraud, for example, the operation of a dedicated 
security team who monitor transactions, as well as online controls, staff vetting and security 
standards. 
 

Consequence 
Customer anonymity, fraudulent documentation and customers not being physically present are 
concerns, albeit very minor in this sector, recognising that in most cases when claiming prizes of 
any significance, identity is fully verified.  
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71 For National Lottery prizes above £100 customers must go to a main Post Office with 2 forms of ID. Customers can claim up to £500 
in cash with any additional winnings obtained in cheque form. Prizes above £50,000 prizes must be claimed in person at Camelot (or 
Camelot will visits them) 

 
Additionally, the low stakes across the lottery sector suggest a lower money laundering risk. 
However, the impact on the National Lottery, for example, to good causes and its reputation, 
would be significantly high compared to other types of lotteries. Therefore assessed individually, 
the vulnerabilities of anonymous customers (non-remote) and customers not being physically 
present (remote) would receive a rating of medium. For society lotteries these vulnerabilities 
received a rating of lower. Fraudulent documentation also received a rating of lower for the whole 
lotteries sector. 
 

 
Assessment of product vulnerabilities in the lotteries sector 
 

Vulnerability 
The product vulnerability identified in this sector received a rating of lower: 

 scratchcards, interactive instant win and draw-based games used to launderer the 
proceeds of crime, including criminal spend. 

 

Controls 
As previously stated the lotteries sector must comply with POCA, and should take into account 
the Commissions advice on POCA as prescribed under ordinary code 2.1.  
 
The Act sets out requirements relating to prize limits and proceeds of small society lotteries which 
could be considered a mitigating factor. Limits on prizes and proceeds of society lotteries as 
stipulated under the Act could be considered a mitigating factor. Some operators require proof of 
identity when top prizes have been won.  
 
With National Lottery products, winners of highest prizes are identified and verified71. In the 
remote lottery sector, customers will need to register their details and identity is verified. 
Additionally, low stakes across further suggest a lower money laundering risk.  
 
For draw based games, the low stakes and prizes, the time lag between placing a stake and the 
result, lower odds and the overall motivation for purchasing lottery products, are all factors which 
further mitigate the risk of these products being used to launder the proceeds of crime. 
 

Consequence 
There are no examples of lottery products being used to launder illicit funds within Great Britain or 
the United Kingdom according to the data available. Scratch cards and interactive instant win 
games, while posing a greater risk than draw-based games, do not present significant risks due to 
the controls available in the industry. 
 
The nature of the industry and current controls in place contribute to the determination that lottery 
products are rated as lower risk. 
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72 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 

 
Assessment of means of payment vulnerabilities in the lotteries sector 
 

Vulnerability 
The means of payment vulnerability identified in this sector received a rating of lower: 

 cash transactions (non-remote lotteries only). 
 

Controls 
The lotteries sector must comply with the POCA, LCCP72 and the Commission’s AML advice as 
prescribed under ordinary code 2.1. 
 
Limits of prizes and proceeds of society lotteries, low stakes throughout the sector and the overall 
motivation for purchasing lottery products are factors that mitigate the money laundering risk. 
Furthermore, limits on the number of tickets that can be purchased also mitigates the risk. 
 
Many lotteries require customers who win the highest prizes to have their identity fully verified. 
The National Lottery also takes steps to identify and verify winners of top prizes. 
 
Consequence 
The use of cash transactions are considered lower risk as current stakes and prizes, coupled with 
the controls already available in the sector are mitigating factors within the sector. According to 
data available the Commission is not aware of any cases where this vulnerability has been 
exploited in the sector. 
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12 Remote: Casino, betting and bingo 
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Scale and size of the sector 
 

12.1 The implementation of the 2014 Act means the Commission now licenses the entire British facing 
online gambling market, which includes operators that do not have any remote gambling equipment 
or staff presence in Great Britain. 

 
12.2 Remote gambling, excluding lotteries, encompasses all types of gambling activity and should be 

considered a means of participation rather than a separate gambling activity. Remote gambling is 
generally technologically advanced and there is frequent innovation and developments which pose 
regulatory challenges and opportunity. It is also the fastest growing area of the gambling industry 
and can be cross border in nature, with operators based overseas being able to transact with 
consumers in Great Britain if they hold an operating licence issued by the Commission. 

 
12.3 Remote gambling does not generally take place on a licensed premises and the gambling is not in 

person. There are also further key differences: 
 no mandatory limits on stakes and prizes, eg online slot machines can have unlimited 

stakes and prizes, unlike their terrestrial equivalents73 

 use of payment cards (both debit and credit) to fund gambling, rather than cash. This 
means customers can gamble using credit card funds and operators can accurately track a 
customer’s spend and enforce customer-led financial limits more easily 

 limited ability to interact with customers in person, which means issues such as age 
verification and responsible gambling measures cannot rely on in-person interaction such 
as visually assessing the age of a person, and instead must normally rely on technological 
solutions 

 FATF identified customer-not-present transactions as involving a higher risk of money 
laundering. 

 
12.4 All remote gambling operators must comply with POCA and the LCCP, in particular ordinary code 

provision 2.1. Currently only remote casinos must comply with the Money Laundering Regulations. 
The controls in place within the remote sector are very similar in nature, albeit their intensity and 
level of scrutiny differs between regulated and unregulated sectors as well as those sectors within 
them. This section demonstrates the vulnerabilities identified within the sector. 

 

Sector summary 
 

Remote casino sector 
Overall rating 

Higher 

 

Remote betting and bingo sector 
Overall rating 

Higher 

 
12.5 Relative to other gambling sectors the remote casino sector and remote betting and bingo sector 

have been assessed as having a risk rating of higher. Recent casework has demonstrated controls 
within the remote sector casino sector failure to meet the requirements of the Money Laundering 
Regulations and Commission Guidance ‘the prevention of money laundering and combating the 
financing of terrorists, guidance for remote and non-remote casinos’. Similarly recent casework 
demonstrates the remote betting and bingo sector failing to meet their anti-money laundering 
obligations. 

 
 
 

                                                 
73 It is however recognised that most operators impose their own limits on their remote products. 
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12.6 The ability to apply the requirements of legislation and guidance, the ability apply the requirements 
to their policies, the ability to implement the policies and processes and the ability to assure the 
processes are effective and continually effective of the remote sector have been called into question, 
demonstrating there are failings in the overall control framework put in place by operators. 

 
12.7 Common themes emerge around appropriately assessing customer risk by obtaining adequate 

information around a customer’s source of funds and wealth, failing to respond appropriately to 
suspicions of money laundering, ensuring effective risk-sensitive policies and procedures were in 
place to identify money laundering were implemented and failing to manage the money laundering 
risk, ensuring information sources are effective, and are acted upon. 

 

12.8 Ineffective risk management approaches and controls in the remote sector increases the likelihood 
of money laundering to occur. The vulnerabilities relating to licensing and integrity, customers, 
products and means of payment all have an increased probability of being exploited where the 
sectors controls are not robust. These overall failures across the sector are taken into account when 
assessing the likelihood of the individual vulnerabilities being exploited. 
 

 Money laundering vulnerabilities associated with the remote casino sector 
 

12.9 In addition to the land-based operations, there are approximately 178 remote casino operators74 with 
varying money laundering threats and different regulatory requirements in other jurisdictions. This 
presents the Commission with new challenges in AML supervision given that many of the operators 
are based in foreign jurisdictions. 

 
 Remote casinos 
 
12.10 The highest rated vulnerabilities within each category are displayed below. Remote casino 

vulnerabilities are addressed separately in this section as they are within the Regulated sector. 
 

 

Assessment of licensing and integrity vulnerabilities in the remote casino sector 
 

Vulnerability 
The licensing and integrity vulnerability in the remote casino sector is: 

 casino operations run by organised criminals as a means to launder criminally derived 
funds 

 
The vulnerability of casino operations being run by organised criminals is also identified within 
the UK national risk assessment of money laundering and terrorist financing. 
 
This vulnerability received a rating of medium-to-higher. 
 
Controls 
The Commission mitigates the risk of gambling operations being run by organised crime. The 
Commission assesses new licence applications (including for personal licences), and current 
licensees, on a range of factors to ensure the licensee is suitable and the activities they carry 
out are conducted in a way which minimises the risks to the licensing objectives. The 
Commission has robust and independently assured controls to mitigate this vulnerability being 
exploited. 75 
 
 

                                                 
74 Regulated under the Gambling (Licensing and Advertising) Act 2014 
75 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
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Consequence 
The Gambling (Advertising and Licensing) Act 2014 (the Act) has exposed the Commission to 
a greater degree of risk in this area, particularly as some gambling operators are located in 
geographical areas outside of the UK that are characterised by poor governance, political 
instability or with significant crime or terrorist threats.76 At present however, there are a 
relatively low number of operators licensed by the Commission who are located in areas 
characterised by the above. 
 
FATF and the UK National Risk Assessment identify criminal attempts at gaining control of 
gambling businesses as a vulnerability. The Commission’s robust licensing process effectively 
mitigates the risk of operators being run by organised crime. 
 
The vulnerabilities relating to operator risk in terms of remote casino operations run by 
organised criminals have materialised to the extent that attempts appear to have been made 
by organised crime to acquire gambling businesses as a means to launder criminal proceeds. 
However, as mentioned previously the Commission’s controls have been robust and any 
attempt by organised criminals to do so appears to have been prevented to date. 
 
The vulnerability identified has a rating of medium-to-higher as the Commission recognises 
their high impact.  
 

 

 
Assessment of customer vulnerabilities in the remote casino sector 
 
Vulnerability 
The customer vulnerabilities in the remote casino sector are:  

 customer not physically present for identification 

 false documentation used to bypass controls in order to launder criminally derived 
funds 

 accessibility to multiple remote casinos 

 customers from high risk jurisdictions using casino facilities to launder criminally 
derived funds 

 customers who appear on international sanctions lists laundering criminally derived 
funds 

 politically exposed persons (PEPs) using casinos to clean criminally derived funds. 
 
The Money Laundering Regulations recognise instances where the customer is not physically 
present for identification purposes as higher risk. Furthermore, false documentation is seen by 
FATF and the European Commission as an increasing trend. The ease of accessibility to the 
number of remote operators is seen as another advantage to a launderer. These three 
vulnerabilities received a risk rating of higher. The remaining three vulnerabilities received a 
rating of medium-to-higher. 
 
 
 
 
 
 

                                                 
76 The Commission will need to be alert to new methods of financing gambling businesses such as Crowdfunding. New, novel and 
contentious forms of funding present new risks, for instance not being able to identify the ultimate beneficial owner. 
Similarly, the casino sector is finding novel ways of attracting high value customers through the use of third parties raising concerns 
about the effectiveness of relevant AML controls. 
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Controls 
All operators must comply with POCA and the LCCP77. The remote casino sector must also 
comply with the Money Laundering Regulations, which places additional requirements on 
casino operators in respect of AML. Compliance with the Commission’s guidance assists 
operators in meeting these requirements. 
 
The Regulations require operators to take specific and adequate measures to compensate for 
the higher risk where a customer is not physically present for identification purposes. 
 
Measures to identify and verify customers begin with the registration process and initial 
screenings, authentication and verification. Many remote operators use a range of software 
which enhances the ability to validate a customer’s identity and prevent fraud. More 
sophisticated software which risk scores a customer on the basis of their historical play, 
transactions and payment methods is further used to prevent fraudulent activity. The nature of 
remote gambling requires a customer to have a gambling account; operators have measures 
in place to prevent duplicate accounts within their businesses. Controls concerning 
accessibility to multiple remote gambling operators/platforms are largely dependent on each 
individual operator.  
 
Remote casinos are required to have effective controls to manage high risk customers. The 
approach to PEPs, customers from high risk jurisdictions and customers who appear on 
international sanctions lists varies across operators. Parts of the industry, for instance, 
develops and maintains awareness of those countries which are considered a high risk of 
corruption and will check customers against databases routinely as part of the due diligence 
process. However, there is no indication that this is widespread across the remote casino 
industry. 
 
Consequence 
The Commission is not convinced the remote casino sector are applying the requirements to 
the rigour set out in the Money Laundering Regulations. This therefore increases the likelihood 
of the vulnerabilities being exploited across the sector. Account based play means remote 
operators can have access to significantly more player data for example, a full audit of 
transactions and details of IP addresses used. If used effectively these controls can reduce the 
money laundering risk to their businesses. However, it is apparent that some operators are 
better than others at identifying and mitigating risks. The Commission has evidence of money 
laundering through the remote casino sector. 
 
FATF and the European Commission recognise identity theft as “an increasing trend.” It is 
possible for customers to use false documentation, for example to disguise their identity, to 
avoid being identified as a high risk customer within the gambling industry. It is becoming 
increasingly difficult to detect those customers who use false documentation, given the number 
of sophisticated techniques criminals now employ and the broad range of nationalities the GB 
casino industry attracts. The Commission recognises an area of further development for 
remote operators whereby the name on the account is unrelated to the name on the payment 
method(s) used to fund it. There is evidence of money laundering through the remote casino 
sector from using false documentation. 

 
 
 

                                                 
77 A new version of the licensing conditions and codes of practice (LCCP) came into effect on 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 
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The Commission does not have significant evidence that PEPs, customers from high risk 
jurisdictions or customers appearing on sanctions lists are laundering the proceeds of crime 
through the remote sector. Nevertheless, the absence of robust controls within the sector, and 
the internationally recognised higher risk associated with these three vulnerabilities should be 
taken into account. 
 

Customer not present for identification purposes, false documentation and accessibility to 
multiple remote operators received a rating of higher due to being assessed as being very 
likely to occur and their higher impact. 
 

Customer from high risk jurisdictions using casino facilities to launder criminally derived funds, 
customers who appear on international sanctions lists laundering criminally derived funds and 
politically exposed persons (PEPs) using remote casinos received a rating of medium-to-higher 
due to be assessed as having a high impact. 
 

 
 

Assessment of product vulnerabilities in the remote casino sector 
 

Vulnerability 
The product vulnerabilities within the remote casino sector are: 

 peer-to-peer gaming (poker) Business-to-business (B2B) 

 peer-to-peer gaming (poker) Business-to-customer (B2C). 
 

The vulnerability of peer-to-peer gaming (poker) is associated with the ability for customers to 
collude and deliberately ‘transfer’ funds to one another, sometimes referred to as chip 
dumping. The Commission considers peer-to-peer gaming (poker) a higher risk product 
offered by remote casinos. 
 

Of the following product vulnerabilities identified, the Commission considers peer-to-peer 
gaming (poker) the highest risk products offered by the casino sector. Both B2B and B2C 
gaming (poker) receiving a rating of higher. 
 
Controls 
The casino sector must comply with POCA, the MLRs and should act in accordance with the 
Commission’s guidance on anti-money laundering as prescribed under LCCP78 ordinary code 
provision 2.1. Casino operators are therefore required to apply a risk-based approach to 
manage and mitigate the money laundering and terrorist financing risks faced. Additionally, 
licence condition 3.1.1 places a requirement of provide facilities for peer to peer gaming in 
circumstances in which they do not contract directly with all of the players using those facilities 
(‘network operators’) in respect of AML. Additionally remote technical standard 11 requires 
operators to take steps to deter, prevent and detect collusion. 
  
The Money Laundering Regulations recognise that when the customer is not physically present 
for identification purposes, a relevant person must take specific measures to compensate for 
the higher risk. For example: 

(a) ensuring that the customer’s identity is established by additional documents, data or 
information 
(b) supplementary measures to verify or certify the documents supplied, or requiring 
confirmatory certification by a credit or financial institution which is subject to the money 
laundering directive 
(c) ensuring that the first payment is carried out through an account opened in the 
customer’s name with a credit institution. 

                                                 
78 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
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As remote gambling requires a customer to have a gambling account, the registration process 
and initial screenings, authentication and verification of identity allow operators to obtain and 
act on information obtained. 
 
Many remote casino operators use a range of software to enhance the ability to prevent fraud 
and duplicate accounts. Furthermore, software which automatically monitors customer 
transactions and historical play can further help prevent collusion between customers. 
 
However, although there are many controls available in an online poker network, where 
business-to-business is concerned, no one operator has full visibility of player data and the 
gambling activity to allow effective identification and investigation of suspicious activity to 
occur. 
 
Consequence 
The Commission is not convinced the remote casino sector are applying the requirements to 
the rigour set out in the Money Laundering Regulations. There is evidence that these product 
vulnerabilities have materialised in the sector and there is an opportunity to improve the 
relevant controls.  
 
Both B2B and B2C peer-to-peer gaming (poker) was rated as higher as they were assessed 
as having a high level of impact and likelihood due to the absence of effective controls to 
mitigate the vulnerability being exploited. 
 

 

 
Assessment of means of payment vulnerabilities in the remote casino sector 
 
Vulnerabilities 
The highest rated vulnerabilities relating to means of payment within the remote casino sector 
are: 

 E-wallets 

 Pre-paid cards. 
 
These vulnerabilities create difficulties in identifying where the funds for gambling are coming 
from. 
 
It is important to recognise the following means of payment vulnerability which could emerge in 
the sector: 

 Digital currencies. 
 
Digital currencies are recognised as an emerging means of payment with potential 
vulnerabilities, however, use of digital currencies has not directly emerged within the licensed 
remote sector. It is rated as medium at present. The Commission, however, recognise the 
higher risk associated with digital currencies if they were to be used within the sector, future 
iterations of the risk assessment will assess them in greater detail. 
 
Controls 
 
All operators must comply with POCA and should take into account the Commission’s advice 
on POCA as prescribed by LCCP Ordinary code provision 2.1. 79  
 

                                                 
79 A new version of the licensing conditions and codes of practice (LCCP) came into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering.  
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Operators should therefore have suitable policies and procedures in place to manage and 
mitigate the risk of money laundering. Additionally, LCCP licence condition 5.1.2 places further 
obligation on remote operators around payment services. 
 
The Money Laundering Regulations recognise that when the customer is not physically present 
for identification purposes, a relevant person must take specific measures to compensate for 
the higher risk. For example:  

(a) ensuring that the customer’s identity is established by additional documents, data or 
information 
(b) supplementary measures to verify or certify the documents supplied, or requiring 
confirmatory certification by a credit or financial institution which is subject to the money 
laundering directive 
(c) ensuring that the first payment is carried out through an account opened in the 
customer’s name with a credit institution. 

 
Furthermore, the requirement to carry out ongoing monitoring of a business relationship means 
an operators must scrutinise transactions throughout the course of the relationship including 
where necessary, the source of funds. This therefore if correctly applied on a risk-sensitive 
basis is a mitigating factor. 
 
As most remote gambling requires an account, this gives the ability to access more player data 
and assess customers on the basis of their historical play and transactions. Some operators on 
the basis of the method of payment a customer uses will on a risk-sensitive basis assess 
further the source of wealth and source of funds, however, this is not common place across the 
sector. 
 
Consequence 
As with the remote casino sector vulnerabilities regarding e-wallets being used as a means to 
place laundered funds into the gambling industry have not yet been realised, according to the 
data analysed, although FATF recognise the money laundering and terrorist financing risk 
associated with them. It still, however, remains a theoretical risk. As discussed the use of such 
payment methods makes it difficult for the operator to identify the source of funds. The use of 
e-wallets and pre-paid cards to launder money through gambling received a rating of medium 
due to their current use within the industry. 
 
The potential use of digital currencies as a means to launder criminally derived funds is 
relevant to this vulnerability. Although latent at present, the prior use of digital currencies by 
organised crime highlights the potential for abuse within the British gambling industry. The 
vulnerability received a rating of medium at present, however, as previously stated the 
Commission recognises higher risk associated with digital currencies if they were to be used 
within the sector and we are yet to see evidence of an operator demonstrating they can 
effectively manage risk to do with the direct use of digital currencies. 
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 Remote betting and bingo sectors 

 
12.12 As of 31 March 2016 there were 326 remote betting and bingo licences. Remote betting and    bingo 

generated £1505.2m in GGY during 1 November 2014 to 30 September 2015 and had a collective 
market share by GGY in the remote market of 41%. 

 

Money laundering vulnerabilities associated with the remote betting and bingo sector 
 
12.13 The highest rated vulnerabilities within each category are displayed below: 

                                                 
80 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
81 The Commission will need to be alert to new methods of financing gambling businesses such as Crowdfunding. New, novel and 
contentious forms of funding present new risks, for instance not being able to identify the ultimate beneficial owner. 
Similarly, the casino sector is finding novel ways of attracting high value customers through the use of third parties (sometimes 
referred to as junkets). The Commission will need to satisfy itself that current controls filter down to these third parties in order to meet 
the required level of protection for consumers. 

 
Assessment of the licensing and integrity vulnerabilities to remote betting and bingo 
operators. 
 
Vulnerability 
The licensing and integrity vulnerability concerning the remote betting and bingo sector is as follows: 

 gambling operations run by organised criminals as means to launder criminally derived 
funds. 

 
The vulnerability of casino operations being run by organised criminals is also identified within the 
UK national risk assessment of money laundering and terrorist financing. 
 
This vulnerability received a rating of medium-to-higher. 
 
Controls 
The Commission mitigates the risk of gambling operations being run by organised crime. The 
Commission assesses new licence applications (including for personal licences), and current 
licensees, on a range of factors to ensure the licensee is suitable and the activities they carry out are 
conducted in a way which minimises the risks to the licensing objectives. The Commission has 
robust and independently assured controls to mitigate this vulnerability being exploited.80 
 
Consequence 
The 2014 Act has exposed the Commission to a greater degree of risk in this area recognising that 
some gambling operators are located in geographical areas outside the UK, some of which could be 
characterised by poor governance, political instability or with significant crime or terrorist threats.81 
This is supported by the number of remote betting applications where the Commission has 
questioned the integrity, ownership and provenance of funding into the business. At present there 
are a low number of operators licensed by the Commission who are located in areas characterised 
by the above. This is being kept under review by the Commission. 
 
The number of remote betting applications where the Commission has reason to question the 
integrity, ownership and provenance of funding for businesses is increasing and this has been linked 
to the new requirement for overseas operators to be licensed by the Commission. 
 
This risk has materialised to the extent that attempts have been made by organised crime to acquire 
online gambling businesses potentially as a means to launder criminal proceeds. The risk rating 
applied is higher recognising the high impact.  
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Assessment of customer vulnerabilities in the non-regulated remote betting and bingo sector 
 
Vulnerability 
The customer vulnerabilities concerning the remote sector are the following: 

 customer not physically present  

 false documentation used to bypass controls in order to launder criminally derived funds 

 accessibility to multiple operators 

 customers from high risk or non-cooperative jurisdictions using remote facilities to launder 
criminally derived funds 

 customers who appear on international sanctions lists laundering criminally derived funds 

 customers who are citizens or residents of, or associated with, countries with a high score in 
Transparency International's Corruption Perceptions Index. 

 
Where the customer is not physically present creates greater difficulty for remote operators to know 
their customers, and identify them. Furthermore, as previously specified in the remote casino 
section, false documentation is seen by FATF and the European Commission as an increasing trend 
and the ease of accessibility to multiple remote operators can offer an advantage for a money 
launderer wishing to remain undetected. These three vulnerabilities received a rating of higher and 
the remaining there received a rating of medium-to-higher. 
 
Controls 
All operators must comply with POCA, the LCCP82 and in respect of these take into account the 
Commission’s advice on POCA as detailed under ordinary code provision 2.1. Remote betting and 
bingo operators should therefore take a risk-based approach to AML. 
 
The nature of remote gambling requires customers to have gambling account. Therefore, although 
not always to the extent of remote casinos, measures to identify customers’ starts with the initial 
registration process and screening, authentication and verification. All gambling sectors83 whether 
they fall into the regulated sector for money laundering or not, must complete age verification 
checks. The Commission, under its LCCP, considers acceptable forms of identity documents to 
include: any identification carrying the PASS logo (for example Citizencard or Validate), a driving 
licence (including provisional licence) with photocard or a passport.  
 
Software is used by many remote operators to enhance their ability to validate a customer’s identity 
and prevent fraud. Additionally, software which risk scores a customer on the basis of their historical 
play and transactions is further used to prevent fraudulent and suspicious activity. Controls 
concerning accessibility to multiple remote gambling operators/platforms is largely dependent on 
each individual operator. 
 
Controls concerning accessibility to multiple remote gambling operators/platforms are largely 
dependent on the individual operator.  
 

                                                 
82 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. 
83 With the minor exception of certain FECs. 

 
While the Commission’s controls relating to this risk are robust, a number of unsuitable applicants 
have been identified and declined for licence applications. On occasions adverse information has 
been identified at a later stage and licences revoked accordingly. The integrity of both controllers and 
staff employed within this sector have, at times, been compromised leading to dismissal and 
revocation of Personal Management Licences issued by the Commission. 
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The nature of remote gambling requires a customer to have a gambling account, with operators 
having measures in place to prevent duplicate accounts within their businesses. AML teams from 
larger remote operators within the GB gambling industry are increasingly communicating regarding 
customers of concern. 
 
In line with remote betting and bingo operators risk-sensitive approach parts of the industry, for 
instance, develop and maintains awareness of those countries which are considered a high risk of 
corruption and will check customers against databases whom they believe could present a higher 
risk. However, there is no indication that this is widespread across the remote betting and bingo 
industry. 
 
Consequence 
The Commission has evidence that the controls within the remote betting and bingo sector are not 
effective enough to sufficiently mitigate the risk of money laundering. Similar to the remote casino 
sector, Account based play means remote operators can have access to significantly more player 
data for example, a full audit of transactions and details of IP addresses used. If used effectively 
these controls can reduce the money laundering risk to their businesses. However, it is apparent 
that some operators are better than others at identifying and mitigating risks. The Commission has 
evidence of money laundering through the remote betting and bingo sector. 
 
As previously stated, FATF and the European Commission recognise identity theft as “an increasing 
trend.” It is possible for customers to use false documentation, for example to disguise their identity, 
to avoid being identified as a high risk customer within the gambling industry. It is becoming 
increasingly difficult to detect those customers who use false documentation, given the number of 
sophisticated techniques criminals now employ and the broad range of nationalities the industry 
attracts. The Commission recognises an area of further development for remote operators whereby 
the name on the account is unrelated to the name on the payment method(s) used to fund it. There 
is evidence of money laundering through the remote casino sector from using false documentation. 

 
The Commission does not have significant evidence that customers from high risk or non-
cooperative jurisdictions using remote facilities to launder criminally derived funds, customers who 
appear on international sanctions lists laundering criminally derived funds, customers who are 
citizens or residents of, or associated with, countries with a high score in Transparency 
International's Corruption Perceptions Index. Nevertheless, the absence of robust controls within the 
sector is taken into account when assessing the likelihood of occurrence. 
 
Customer not present for identification purposes, false documentation and accessibility to multiple 
remote operators received a rating of higher due to being assessed as being very likely to occur and 
having a high impact. The remaining three vulnerabilities received the rating of medium-to-higher 
due to be assessed as having a high impact. 
 
 

 
Assessment of product vulnerabilities in the non-regulated remote betting and bingo sector 
 
Within the remote betting and bingo sector there is no distinct product vulnerability which are 
deemed to be exploited more than others due to the nature of the industry, especially around 
account based play. 
 
However, the Commission recognise the risk associated with remote business models and products 
where users are known to one another absent effective controls. However, non-anonymous peer-to-
peer betting and mitigating controls are yet to be fully realised and there is minimal evidence of 
abuse. 

 
Assessment of means of payment vulnerabilities in the non-regulated remote betting and 
bingo sector 
 
Vulnerabilities 
The highest rated vulnerabilities relating to means of payment within the remote betting and bingo 
sector are: 

 E-wallets 

 Pre-paid cards. 
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84 A new version of the licensing conditions and codes of practice (LCCP) comes into effect on the 31 October 2016. The new LCCP 
amends and adds some requirements for operators in respect of crime including anti-money laundering. For example, licence 
condition 5.1 – cash and cash equivalents, payment methods and services, new licence condition 12 - anti-money laundering and 
new ordinary code provision 7 – gambling licensees’ staff. These conditions will further assist in mitigating the risk of money 
laundering in gambling once they come into force. 

 
These vulnerabilities create difficulties in identifying where the funds for gambling are coming from. 
 
It is important to recognise the following means of payment vulnerability which could emerge in the 
sector: 

 Digital currencies. 
 
Digital currencies are recognised as an emerging means of payment vulnerability, however, use of 
digital currencies has not directly emerged within the sector and is graded as medium. The 
Commission however recognise the higher risk associated with digital currencies if they were to be 
used within the sector, future iterations of the risk assessment will assess them in greater detail. 
 
Controls 
All operators must comply with POCA and should take into account the Commission’s advice on 
POCA as prescribed by LCCP Ordinary code provision 2.1.84 Operators should therefore have 
suitable policies and procedures in place to manage and mitigate the risk of money laundering. 
Additionally, LCCP licence condition 5.1.2 places further obligation on remote operators around 
payment services. 
 
As most remote gambling requires an account, this gives the ability to access more player data and 
assess customers on the basis of their historical play and transactions. Some operators on the basis 
of the method of payment a customer uses will on a risk-sensitive basis assess further the source of 
wealth and source of funds, however, this is not common place across the sector. 
 
Consequence 
Vulnerabilities regarding e-wallets being used as a means to place laundered funds into the 
gambling industry have not yet been realised, according to the data analysed, although FATF 
recognise the money laundering and terrorist financing risk associated with them. It still, however, 
remains a theoretical risk. As discussed the use of such payment methods makes it difficult for the 
operator to identify the source of funds. The use of e-wallets and pre-paid cards to launder money 
through gambling received a rating of medium due to their current use within the industry. 
 
The potential use of digital currencies as a means to launder criminally derived funds is relevant to 
this vulnerability. Although latent at present, the prior use of digital currencies by organised crime 
highlights the potential for abuse within the British gambling industry. The vulnerability received a 
rating of medium at present, however, as previously stated the Commission recognises higher risk 
associated with digital currencies if they were to be used within the sector and we are yet to see 
evidence of an operator demonstrating they can effectively manage risk to do with the direct use of 
digital currencies. 
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Appendix A: Glossary 
 

AGC Adult gaming centre  

AML Anti-money laundering  

ATR 
Automatic ticket redemption 
(machine) 

 

B2 Machines Category B2 gaming machines 
Gaming machines with a maximum stake 
of £100 and a maximum prize of £500. 
Often referred to as FOBTs. 

B2B Business to business  

B2C Business to customer  

B3 Machine 
Category B3 Gaming 
machines 

Gaming machines with a maximum stake 
of £2 and a maximum prize of £500. 

B4 Machine Category B4 gaming machines 
A gaming machines with a maximum stake 
of £2 and a maximum prize of £400. 

CDD Customer due diligence  

Criminal spend  

A term used to describe simply using, or 
spending the proceeds of their own or 
another’s crime for instance for leisure 
purposes. 

CTF Counter terrorist financing  

EBT Electronic bingo terminal  

EDD Enhanced due diligence  

FATF Financial Action Task Force  

FCA Financial Conduct Authority  

FEC Family entertainment centre  

FIU Financial intelligence unit  

FOBT Fixed odds betting terminal  

GGY Gross gaming yield  

GMTS 
Gaming machine technical 
standards 

 

KYC Know your customer  

LCCP 
Licence Conditions and Codes 
of Practice 

 

ML Money laundering  

NCA National Crime Agency  

Nom de plume  

A system operated by the betting sector 
through which an anonymous customer 
staking above a certain threshold is given 
a name of the operators choosing (the 
customer’s name where known or a 
descriptor where not) which helps to 
identify and monitor the customer’s activity 
on repeat visits. 
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Gambling Commission October 2016 
 
 

Keeping gambling fair and safe for all 
 

 
Ref number INFO16/11 

Non-regulated 
sector 

 
Those businesses that are not required to 
comply with the Money Laundering 
Regulations 2007. 

NRA National risk assessment  

Off-course  

The place where the bet is lodged, if it is 
not physically made at the event. 
Premises based betting operators may be 
referred to as off-course bookmakers. 

On-course  

The place where the event takes place. 
Betting commonly takes place at horse 
and dog racecourses as well as football, 
cricket and other sporting events. On-site 
betting operators may be referred to as 
on-course bookmakers. 

PEP Politically exposed person  

POCA Proceeds of Crime Act 2002  

RA Risk assessment  

Regulated 
sector 

 
Those businesses that are required to 
comply with the Money Laundering 
Regulations 2007. 

SAR Suspicious activity report  

SRA Solicitors Regulatory Authority  

TF Terrorist financing  

The Act The Gambling Act 2005  

The 
Regulations 

The Money Laundering 
Regulations 2007 

 

TITO Ticket in, ticket out  


