
	
  

 
The Treasury launched an 8-week policy consultation on the Transposition of the 
Fourth EU Money Laundering Directive (“4MLD”) and Fund Transfer Regulation 
(“FTR”) in September 2016. These aim to give effect to the updated global Financial 
Action Task Force standards. 
 
The Government sought views and evidence on the steps it proposed to take or 
should take, to transpose 4MLD and those aspects of the FTR that need to be 
transposed into national law by 26 June 2017 in line with Article 67 of 4MLD and 
Article 27 of the FTR. 
 
HM Treasury has now published: 

• an outline of the responses submitted and the Government’s policy decision 
positions following the consultation and  

• accompanying draft regulations. 
 
Amongst the key decisions that emerged from the consultation is the 
exemption of all gambling service providers from the requirements of 4MLD, 
except remote and non-remote casinos.  
 
The Government is inviting views by 12 April 2017 on the further policy questions 
posed in the newly published document, as well as on the draft Money Laundering, 
Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 
2017, in particular on whether the drafting delivers the Government’s stated aims. 
 
Responses should be sent: 

• by mail to aml@hmtreasury.gsi.gov.uk or 
• by post to Consultation on Transposition of 4MLD, Sanctions and Illicit 

Finance Team, 1 Blue, HM Treasury, 1 Horse Guards Road, London SW1A 
2HQ 

 
We set out below extracts from the newly published Treasury document that 
are relevant to gambling operators. 
 
 
1  Gambling providers 
 
Under the existing MLRs, only holders of a casino operating licence are subject to 
the requirements. The directive effectively brings the entire UK gambling industry into 
scope. 
 
However, the directive provides the option of exempting “in full or in part, providers of 
certain gambling services” (non-remote and remote providers, except casinos) from 
its requirements. Exemptions, however, can only be made on the “basis of the 
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proven low risk posed by the nature and, where appropriate, the scale of operations 
of such services”. 
 
The government recognises that the gambling industry is not immune to money 
laundering – a view reflected in the 2015 NRA. The industry is highly segmented, 
with a wide range of operators offering diverse products in different environments to 
different types of customers with various payment methods. The NRA noted that the 
nature of the services and products the sector provides can make it attractive to 
criminals seeking to spend criminal proceeds as part of a criminal lifestyle or to 
conceal or disguise the origins of criminally derived cash. 
 
The Gambling Commission’s industry-specific risk assessment highlights the 
continued risks faced by gambling providers. While recognising that the level 
of ML/TF risk varies across gambling sectors, it notes that “a significant proportion of 
the money laundering that takes place within the gambling industry is by criminals 
spending the proceeds of crime, for example, for gambling purposes, rather than the 
traditional ‘washing’ of criminal funds”. More specifically, the Gambling Commission’s 
risk assessment notes that betting (non-remote), casinos (non-remote) and remote 
(casinos, betting and bingo) all carry significant ML/TF risks, when compared with 
other gambling services. Risks in these sectors include “ineffective controls and risk 
management” which exacerbate additional vulnerabilities such as “customers not 
being physically present for identification”; “gambling operations being run by 
organised criminals to launder criminally derived funds”; “peer to peer gaming”; “the 
use of false documentation to bypass controls”, and “the accessibility to multiple 
premises [especially] where Fixed Odds Betting Terminals are present”. 
 
Responses to the consultation also highlighted a number of risks. For example, one 
submission noted that “cash transactions, combined with accessibility to multiple 
premises and anonymity on the part of the customer, are significant risk factors in the 
industry”. Another noted that for gaming machines (outside casinos), “a perpetrator 
can deposit illicit cash into high-stakes gaming machines or use it to purchase tokens 
for the machines and then stake only a small part of the amount, requesting a pay-
out of the remaining funds into a bank account or in cash with a receipt”. 
 
However, the NRA classified the gambling sector as low risk in relation to other 
regulated sectors. This is partly because there are a number of mitigating factors 
which help to manage risks in the gambling sector. These include: 
 

(a) The legislative framework:  
 
The licence conditions (mentioned in paragraph 4.8 below) are reinforced by 
obligations under the Proceeds of Crime Act 2002 6 (POCA), which apply to 
all gambling operators. POCA requires gambling operators to be alert to 
attempts by customers to gamble money acquired unlawfully, either to obtain 
legitimate or ‘clean’ money in return (and in doing so, attempting to disguise 
the criminal source of the funds) or simply using criminal proceeds to fund 
gambling. As a result, it places an obligation on the gambling operator to 
continually assess and understand information relating to gambling activity by 
the same customer in different parts of the business so that the operator has 
a fuller picture of the risks to which they are exposed. This information builds 
on the risk-based approach required of gambling operators. Where operators 
know or have suspicion that a person is engaged in money laundering, they 
are obliged to submit a suspicious activity report (SAR). The Criminal 
Finances Bill currently before Parliament will extend cash seizure powers to 
gaming machine vouchers. 
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(b) Licence conditions:  
 
The Gambling Act 2005 requires gambling firms operating in, or selling to 
consumers in, Great Britain to be licensed by the Gambling Commission. The 
Act sets out three licensing objectives, the first of which is to prevent 
gambling from being a source of crime or disorder, being associated with 
crime and disorder, or being used to support crime. To support compliance 
with the Act, the Gambling Commission has in place a range of licence 
conditions and codes of practice, and publishes guidance and advice to 
gambling operators, including advice in relation to money laundering and the 
proceeds of crime. It also conducts suitability checks on all persons relevant 
to the business, including beneficial owners, persons who may exert influence 
over the business other than through ownership, and on key management 
personnel. Persons in key management positions must be licensed by the 
Commission and are subject to the same sanctions that are applied to 
operating licence holders. 

 
In 2016, the Gambling Commission amended its licence conditions and codes 
of practice (LCCP) for all operators in relation to the prevention of crime 
associated with gambling, with a particular focus on anti-money laundering 
provisions. Changes to the LCCP include requiring licence holders to conduct 
an appropriate assessment of ML risks to their business, take account of this 
assessment to develop appropriate policies, procedures and controls, and 
implement them effectively. The AML assessment must be updated in the 
light of any changes and reviewed at least annually. Another new condition is 
for all remote casino operators with gambling equipment located outside 
Great Britain to comply with the MLRs (this replaced an individual condition 
which attached to the licence of each relevant operator) and an amendment 
to an existing licence condition requiring all licensees to have and put into 
effect appropriate cash handling policies. 
 
Responses to the consultation supported the view that requirements placed 
on gambling operators - for example on staff training and stringent systems 
and controls - has had the effect of reducing the unregulated gambling 
sectors’ risk profile. A number of responses cited the NCA’s Suspicious 
Activity Reports (SARs) Annual Report 2014 7, which noted that the number 
of SARs submitted by the “non-regulated (gaming) sector increased by 
77.19% year-on-year”. The respondents argued that this does not necessarily 
reflect an increase in money laundering activity, but rather “greater 
awareness in the sector of money laundering” – citing for example that 
“Licensed Betting Offices (LBOs) reported 0.06 SARs per unit (140 from 9000 
LBOs) while casinos reported 7.5 SARs per unit (1052 from 140 casinos). 
Therefore casinos reported 125 times as many SARs as LBOs”. Responses 
also noted that the amount of ML/TF activity in the unregulated gambling 
sector is reflected by “the low level of enforcement enquiries made” and “the 
very low level of SARs reported by the sector that result in criminal 
prosecution”. A leading nationwide gambling operator noted that “in 2015 they 
had a total of 1 follow-up enquiry relating to SARs submitted and 25 law 
enforcement enquiries overall. In 2016 – up to 31 October – they had had no 
enquiries relating to submitted SARs”. 

 
(c) The role of the Gambling Commission:  
 



	 4	

The legislative framework, either embedded through POCA or strengthened 
through the updated LCCP, does provide the Gambling Commission – a 
unique regulator in Europe – with a specific remit to keep gambling crime free 
and the powers to compel industry to take action. The Commission’s 
operational approach was viewed as a significant factor in effectively 
addressing the money laundering risks in the unregulated gambling sector. 
One submission noted that “the Gambling Commission has taken punitive 
action in cases where operators are non-compliant with AML/CTF controls 
and has put a notable emphasis on the industry learning from these cases 
and sharing best practice”. 
 
(d) Industry Action:  
 
With increased awareness, the industry has also taken steps to mitigate the 
risks of money laundering, primarily through effective systems and controls. 
For example, one submission to the consultation noted that “operators 
employ advanced internal control systems, which are built on a risk based 
approach and flag suspicious activity for enhanced customer due diligence”. 
A further clear example of industry initiative has been the creation of the 
Gambling Anti-Money Laundering Group (GAMLG), which aims to improve 
the gambling industry’s ability to combat money laundering through close 
public-private sector partnership. It proposes to do this primarily by producing, 
in collaboration with the Gambling Commission, good practice guidelines. Its 
remit will also include “the development of an industry-wide risk assessment 
and information sharing across operators in both the remote and non-remote 
environments”. 

 
As outlined above, the UK’s NRA deems gambling to be low risk relative to other 
regulated sectors, and this is partly due to the mitigating factors detailed above which 
reduce the risk profile of the gambling sector. In context, in 2014-15 the gambling 
sector as a whole submitted 0.37% of all SARs, while the banking sector submitted 
83.39% (a total of 318,445). As a result, the government will utilise the powers 
provided within the directive to exempt gambling sectors which are lower risk, apart 
from non-remote and remote casinos, which cannot be exempted. Therefore, the 
current position will be maintained where only holders of casino operating licences 
will be subject to the requirements under the new regulations. 
 
The Gambling Commission will remain the supervisory authority for overseeing 
compliance with the MLRs in the casino sector. It will also be expected to continue to 
address money laundering risk in the remainder of the industry using a combination 
of requirements under POCA and existing regulatory and criminal investigation 
powers. To be an effective AML supervisor for the gambling industry, the Gambling 
Commission will need effective collaboration with law enforcement agencies – 
including improved access to information. 
 
The government will regularly review its position on the ML/TF risk that gambling 
providers present. Moreover, the Gambling Commission will continue to 
evaluate ML/TF risk across all gambling sectors, and this information will contribute 
to and influence future NRAs. Importantly, the government recognises that the risk 
levels attributed to a particular gambling sector are not static and will vary over time. 
As a result, if a gambling sector can no longer be deemed low risk (including where 
the sector fails to adequately manage the ML/TF risks) then the exemption could not 
be maintained. It is therefore imperative that gambling providers comply with the 
requirements of the Gambling Act and the strengthened LCCP to ensure that they 
have effective policies, procedures and controls in place to mitigate ML/TF risks, and 
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continue to raise standards. The Gambling Commission will continue to monitor 
compliance and where operators fail to meet their obligations they will act 
accordingly. 
 
 
2  Politically exposed persons 
 
Respondents strongly supported the government’s proportionate interpretation of the 
4MLD provisions relating to PEPs, their family members and their known close 
associates. Respondents agreed that the level of risk varies substantially from case 
to case. Some firms said they were already distinguishing between low- and high-
risk PEPs and tailoring their EDD measures accordingly, which had reduced their 
compliance costs when compared to taking a uniform approach. 
 
The government will take steps to address concern about the disproportionate 
application of EDD and its consequential impact on financial inclusion. The 
government will require firms to assess the risks posed by PEPs, their family 
members and their known close associates on a case-by-case basis and tailor the 
extent of enhanced measures accordingly. EDD is a sliding scale and it is right that 
low-risk PEPs should be treated at the lowest level, just as it is right for high-risk 
customers to face more stringent measures. 
 
The Directive is clear that refusing to establish a business relationship or carry out a 
transaction with a person simply on the basis that they are a PEP is contrary to the 
letter and the spirit of the law. Firms should instead assess the risk posed by each 
customer and they should  not form judgements based solely on anyone’s status as a 
PEP. Firms should apply a similarly risk-based approach to the family members and 
close associates of PEPs. As set out below, the Financial Ombudsman Service may 
assess complaints from PEPs, family members and known close associates who 
have been denied access to financial services solely because of this status or 
because they have been treated unreasonably by financial institutions. 
 
When assessing the level of risk posed by UK PEPs and the extent of EDD to apply, 
firms should take full account of the UK’s position as a world leader in the fight 
against corruption, money laundering and terrorist financing. The UK is characterised 
by strong and stable democratic institutions, a free press, an independent judiciary 
and free and fair elections. Firms must form their own view of the risks associated 
with individual PEPs on a case-by-case basis, but the government would expect 
that PEPs entrusted with prominent public functions by the UK should generally be 
treated as lower-risk and firms should apply EDD accordingly. 
 
(a) Guidance 
 
Submissions called for clear guidance on the definition and treatment of a PEP, 
particularly for the benefit of small firms that might not have easy access to 
commercial PEP lists. Respondents were interested to know how to distinguish 
between low- and high-risk PEPs and what EDD measures might be appropriate in 
each case. Many noted that the existing guidance focuses on the treatment of high-
risk foreign PEPs rather than low-risk domestic ones. Firms agreed that new 
guidance would be essential for the proportionate application of the rules: for 
example, some noted that there are over 400 registered political parties in the UK 
and asked for the guidance to provide illustrative criteria for assessing which types 
should be automatically covered. 
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To address these issues, the Financial Conduct Authority will publish specific 
guidance on the treatment of domestic and foreign PEPs, their family members and 
their known close associates. The FCA will begin a public consultation on this 
guidance shortly. Respondents in other regulated sectors called for their respective 
supervisors to produce similar guidance 
 
Respondents suggested that firms could look at a wide range of factors when 
evaluating the risk posed by each customer and determining the extent of EDD, 
including: 

• the value and nature of the product in question 
• the individual’s prominence in public life, their level of influence within their 

organisation and their ability to directly access or control public or party funds. 
These criteria should be incorporated into the risk assessment for family 
members and known close associates, as well as the assessment 
for PEPs themselves 

• whether they are already subject to disclosure requirements, such as registers 
of interests or independent oversight of their expenses 

• whether any other statutory checks or controls are in place to ensure their 
funds are handled appropriately 

• in the case of PEPs who are affiliated with a political party, whether they are 
associated with the local branch of their party or the national one; whether 
their party has elected any members to the UK Parliament, a devolved 
legislature or the European Parliament; and whether they are subject to a 
reporting regime, such as one established under the Political Parties, 
Elections and Referendums Act 2000 

• the levels of risk posed by the country that entrusted them with their prominent 
public function and the country in which they reside 

• whether they are still performing their prominent public function or have retired 
in the preceding 12 months 

• the tone of recent publicity about them 
 
Respondents made a number of suggestions in support of a proportionate 
application of EDD. Rather than making new requests for information in every 
instance, respondents said that firms should use credible public information (such as 
public registers of interests) or information that was already in their possession (such 
as records of past transactions). In view of the responses received and the need to 
ensure a proportionate application of the Directive, the government’s view is 
that EDD requirements should take full account of any existing statutory reporting 
provisions, such as those established under the Political Parties, Elections and 
Referendums Act 2000. The government will take steps to set out in clear terms how 
firms should approach these provisions in order to reduce the burdens on them and 
their customers and to avoid an inappropriate gold-plating of the Directive. 
 
(b) Family members, known close associates and former PEPs 
 
Respondents raised concern about the disproportionate treatment of the family 
members and known close associates of PEPs by certain financial institutions. The 
government strongly supports a proportionate and sensible approach to the 
application of EDD. Many submissions called for firms to individually assess the risks 
posed by each family member and known close associate, as opposed to 
automatically treating all relatives and associates in the same way as the PEP to 
whom they are connected. In the government’s view, where an obliged entity has 
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determined that a customer or a potential customer is the relative or known close 
associate of a PEP, there must be an assessment of the level of risk associated with 
that person and the extent of enhanced due diligence measures to be applied in 
relation to that person. This assessment should take account of their degree of 
influence, the risk posed by the PEP to whom they are connected and the other risk 
factors outlined in the above list. When deciding whether a person is a known close 
associate, firms only need to have regard for information that is already in their 
possession or credible information that is publicly known. 
 
Under Article 22 of 4MLD, once a PEP ceases to be entrusted with a prominent 
public function, obliged entities must continue to perform EDD for at least 12 months. 
However, firms are no longer required to apply EDD in relation to the family members 
or known close associates of a former PEP. This is because these individuals no 
longer have the same connection to an influential individual as they previously did, so 
they should not, in every case, pose the same degree of risk. Instead, firms should 
take a risk-based approach to the family members and known close associates of 
former PEPs. In low-risk cases, they should apply ordinary customer due diligence 
measures to these persons immediately after the PEP ceases to be entrusted with 
their prominent public function. In cases where the individual continues to present an 
elevated ML/TF risk, the firm should apply enhanced measures in proportion to the 
ongoing risk. 
 
Respondents noted that a large number of former PEPs were being treated as 
though they were still performing prominent public functions. This was particularly 
true for former UK ambassadors and other former government employees. In the 
government’s view, these individuals are not and have never been PEPs. They 
would have held prominent public functions before the transposition of 4MLD, and as 
employees of the UK government, they would have been classified as 
“domestic PEPs” rather than “foreign” ones. As a result, there would have been no 
obligation to apply EDD to them while they held their post. These individuals will not 
become PEPs even after the government transposes 4MLD, unless they assume 
another prominent public function. 
 
(c) Access to redress 
 
The consultation document asked for evidence regarding the ability of the Financial 
Ombudsman Service (FOS) to consider complaints from PEPs against financial 
institutions. The great majority of respondents supported the FOS’ work in this area. 
Nearly all of them agreed that the FOS’ existing powers were adequate for 
addressing the concerns of PEPs who had been treated unreasonably by obliged 
entities, individuals who had been refused business relationships simply because of 
their identification as a PEP and individuals who had been incorrectly classified as a 
PEP. 
 
Through the Bank of England and Financial Services Act 2016, the Financial 
Services and Markets Act 2000 gives the government a power to make 
arrangements for the FCA to receive, assess and adjudicate complaints 
from PEPs in certain circumstances. In light of the evidence from the consultation, 
the government intends to clarify that the FOS, rather than the FCA, is responsible 
for performing this role. The technical drafting elements of the Money Laundering 
Regulations will amend the relevant provisions in the Financial Services and Markets 
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Act 2000 to make this clear. They will also make minor, technical changes to ensure 
the clause operates effectively. 
 
(d) International sporting federations 
 
In the consultation document, the government proposed to extend the definition of a 
PEP to include senior members of international sporting federations. Respondents 
questioned the need for this reform. Obliged entities should already apply EDD to 
high-risk individuals in accordance with the risk-based approach, so it was not clear 
that extending this to every leading member of an international sporting federation 
would be effective or proportionate. Respondents also questioned whether it would 
be straightforward to develop a workable definition of an “international sporting 
federation.” On the basis of this evidence, the government has decided not to 
proceed with this proposal. 
 
(e) Amendments to the Fourth Money Laundering Directive 
 
As noted in the Introduction, the European Union is debating amendments to several 
articles of 4MLD. In December 2016, member states proposed to introduce a 
distinction between low-risk domestic PEPs and other PEPs, so that firms could 
apply customer due diligence to low-risk PEPs who had been entrusted with 
prominent public functions by an EU member state or an institution of the EU. The 
proposal still needs to be negotiated with the European Parliament and the 
Commission, so there is no guarantee that it will remain in the amended directive. If it 
does, then the Treasury will transpose it after the amending directive has been 
published in the Official Journal of the European Union and has come into force. 
Regardless of the final outcome of these negotiations, a proportionate approach will 
continue to form the cornerstone of the Treasury’s approach toward PEPs and those 
connected to them, whether foreign or domestic 
 

3  Reporting obligations 
 
(a) UK Financial Intelligence Unit 
 
The UK Financial Intelligence Unit (UKFIU) is hosted in the National Crime Agency 
(NCA), and has the overall responsibility for governance of the Suspicious Activity 
Reports (SARs) regime. The UKFIU has the national responsibility to receive, 
analyse and disseminate financial intelligence submitted through the regime. 
 
The statutory functions of the NCA are set out in the Crime and Courts Act 2013, 
which gives the NCA the responsibility to lead the overall effort to tackle serious and 
organised crime. 
 
(b) Reporting requirements 
 
Part 7 of the Proceeds of Crime Act (POCA) 2002 contains three money laundering 
offences. The first relates to concealing criminal property (s327), the second relates 
to facilitating the acquisition, retention, or use of criminal property (s328), and the 
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third relates to the acquisition, use and possession of criminal property 
(s329). POCA - as defined in section 338 - provides individuals with a statutory 
defence if they make an authorised disclosure to the NCA. The disclosure should be 
made before the act (typically a financial transaction) takes place, or immediately 
afterwards. The provisions apply to everyone, and not just to those in the regulated 
sector. 
 
A person who makes an authorised disclosure can avail themselves of a defence 
against committing a money laundering offence if they seek the consent of the NCA, 
under section 335 of POCA, to conduct a transaction or activity about which they 
have suspicions. This can be actual consent or ‘deemed’ consent under section 335. 
The NCA has 7 working days to provide a notice of refusal. If such a notice is not 
provided, the reporting person has ‘deemed’ consent. If a notice is provided, 
the NCA has a further 31 days to take action in relation to the transaction. Whilst the 
reporting person awaits the NCA’s decision on consent, the activity or transaction 
should not proceed. 
 
The regulated sector, such as banks, wider financial institutions, and the legal and 
accountancy sectors, are required to report suspicion of money laundering offences, 
as set out in section 330 of POCA. This applies where the relevant information is 
received in the course of business in the regulated sector. Failure to do so is an 
offence. 
 
Furthermore, the reporting person cannot disclose to the customer the fact that a 
SAR has been submitted, or any other information that may prejudice NCA’s 
investigation into the reported activity or transaction, as doing so could constitute a 
‘tipping off’ offence under section 333A of POCA. 
 
The offences relating to terrorist financing are set out at sections 15 to 18 of the 
Terrorism Act 2000 (TACT). These cover fund-raising for the purpose of terrorism 
(s15); use and possession of terrorist property (s16); entering into funding 
arrangements for the purposes of terrorism (s17); and money laundering involving 
terrorist property (s18). 
 
Individuals have a defence against a terrorist financing offence under section 21ZA 
of TACT if, before becoming involved in a transaction or arrangement, they notify the 
authorities of their suspicions (or belief) that the property is terrorist property; 
disclose the information on which the suspicion is based; and have the consent of 
the authority to conduct the transaction. A person is deemed to have consent if they 
do not receive notice that consent is refused within 7 working days. 
 
Furthermore, under section 21ZB, an individual or company has a defence if they 
notify the authorities of a terrorist financing suspicion after a transaction or 
arrangement has taken place. This defence applies where there is a reasonable 
excuse for not disclosing the suspicion prior to the transaction taking place, the 
disclosure is made on the individual’s own initiative, and is made as soon as 
reasonably practicable. Section 21ZC provides a defence where a person intended 
to make a disclosure under section 21ZA or 21ZB, but had a reasonable excuse for 
failing to do so. 
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Section 19 of TACT applies where a person believes or suspects that an offence 
under sections 15 -18 has been committed by another person, and that belief or 
suspicion is based on information which came to the person in the course of their 
trade, profession or business. The person will commit an offence unless they 
disclose their belief or suspicion, and the information upon which it is based, to law 
enforcement as soon as reasonably practicable. Section 21A makes a similar 
provision for businesses within the regulated sector. Section 21D also provides a 
“tipping off offence”, which applies where a person in the regulated sector discloses 
that an investigation in relation to allegations of a terrorist financing offence is being 
contemplated or carried out, or that a disclosure relating to suspicions of a terrorist 
financing offence has been made. 
 
Following implementation of the Criminal Finances Bill, the NCA will be able to 
require the provision of further information in relation to a SAR from any member of 
the regulated sector. It will also be able to do so on behalf of a foreign financial 
intelligence unit. 
 
The directive requires that individuals, including employees and representatives of a 
regulated business, who report suspicions of ML/TF activity, internally or to 
the UKFIU, are protected from adverse or discriminatory employment actions. The 
Public Interest Disclosure Act 1998 (PIDA) inserted in Part IVA of the Employment 
Rights Act 1996 (ERA) provides protection to workers who have made a protected 
disclosure. If a worker believes that they have experienced detrimental treatment 
because they have been a whistle blower, they can take a claim to the Employment 
Tribunal. Furthermore, the government will add to the Prescribed Persons provisions 
in PIDA to extend the NCA’s responsibilities in the order so that they are able to 
accept protected disclosures from whistleblowing workers for money laundering 
purposes. 
 

4  Data retention 
 
Article 40 of the directive sets out that member states shall require obliged entities to 
retain documents necessary to comply with CDD requirements for 5 years after the 
end of a business relationship or occasional transaction, along with supporting 
evidence and records of transactions. This is consistent with FATF’s 
recommendation 11 that requires financial institutions to maintain, for at least five 
years, all necessary records on transactions and records obtained 
through CDD measures to enable them to comply swiftly with information requests 
from competent authorities upon request. 
 
Under Article 40, member states had the flexibility to increase the period for 
retaining CDD documents and transactions data beyond 5 years. The government 
will retain the minimum 5 year data retention period required by the directive. By not 
extending beyond 5 years, the government is seeking to minimise the additional 
burdens on business, while ensuring that law enforcement have access to the 
necessary information. 
 
In many cases, respondents felt that retaining both the CDD information and 
transactions data for the duration of the business relationship was disproportionate 
as they felt law enforcement were unlikely to ask for this level of information. 
Generally, it was felt that a retention period of five years after the end of the business 
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relationship or occasional transaction was sufficient, although it is noted that in 
exceptional circumstances, law enforcement and prosecutors may require access to 
information dating further back. 
 
Consultation responses also suggested that an extended retention period would not 
be consistent with EU data protections rules. The data protection legislation cited in 
consultation responses included the General Data Protection Regulation and the 
Charter of Fundamental Rights. The fifth principle of the UK Data Protection Act was 
also referenced, which specifies that “personal data processed for any purpose or 
purposes shall not be kept for longer than is necessary for that purpose or those 
purposes”. 
 

5  Administrative sanctions 
 
Where an obliged entity has breached the requirements of the directive or 
the FTR (through the transposed regulations), then effective, proportionate and 
dissuasive sanctions must be available. The directive requires that obliged entities 
are held liable for breaches of the provisions in the new regulations, and where 
appropriate, members of the management body and other relevant persons may be 
held responsible for the breach. For clarity, the applicable provisions include 
customer due diligence, reporting obligations, record-keeping and internal controls. 
 
Where there are serious, repeated, or systematic breaches of customer due 
diligence, reporting obligations, record-keeping, or internal controls, the directive 
requires that at least the following sanctions and measures are available: 

• a public statement identifying the natural or legal person and the nature of the 
breach 

• an order requiring the natural or legal person to cease the conduct and not 
repeat it 

• where an obliged entity is subject to an authorisation, withdrawal or 
suspension of the authorisation 

• a temporary ban against any person discharging managerial responsibilities in 
an obliged entity, or any other natural person, held responsible for the breach, 
from exercising managerial functions in obliged entities 

• maximum administrative pecuniary sanctions of at least twice the amount of 
the benefit derived from the breach, where it can be determined, or at least 
EUR 1,000,000 

 
The regulations provide a power to HMRC and the FCA as designated supervisory 
authorities to impose an appropriate civil penalty on relevant persons, so long as 
they are satisfied that the person has breached a relevant requirement. Where 
HMRC or the FCA use this power, they must publish information on the type and 
nature of the breach, and the identity of the natural or legal person on whom the 
sanction is imposed. Where a person appeals against a penalty imposed by a 
designated supervisory authority, that authority must publish the status of the appeal 
on their website without undue delay. Relevant information may be published 
anonymously where the naming of the relevant person is considered, for example, to 
be disproportionate or would jeopardise the stability of the financial markets. In cases 
where designated supervisory authorities consider that anonymous publication is 
insufficient in certain situations, they must not publish information. 
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The government takes the view that all supervisors should be able to demonstrate 
that they have provisions which enable them to impose effective, proportionate and 
dissuasive sanctions. The ability of a supervisor to impose sanctions is an important 
deterrent and incentivises regulated businesses to comply with the regulations. 
Where supervisors are unable to impose suitable pecuniary sanctions, they may 
consider the use of the HMRC/FCA powers. The government will continue to work 
alongside all supervisors to ensure that measures are in place to impose sanctions 
and that these powers are used, where appropriate, to address AML/CTF breaches. 
Furthermore, the new regulations will require supervisors to provide information to 
the Treasury on the number of penalties that they have imposed. 
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