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WELCOME BREAK FOR THE SECTOR  
ON MONEY-LAUNDERING EXEMPTIONS
The UK government’s decision to exempt all gambling sectors apart 
from casinos from the Money Laundering Regulations 2017 is somewhat 
inconsistent with the Gambling Commission’s views, says David Clifton  
of Clifton Davies Consultancy.

On 15 October 2015, HM Treasury and the 

Home Office published the UK’s first National 

Risk Assessment (NRA) of money laundering 

and terrorist financing. It found gambling to 

be “low risk” when compared to other sectors 

such as banks, legal, accountancy and trust 

and company service providers.

This finding was met with considerable 

relief by British-licensed betting and gaming 

operators, bearing in mind that the Gambling 

Commission had previously identified serious 

failures in anti-money laundering controls  

at Ladbrokes, Coral Racing and Bet365 in  

the betting field, and Aspers and the Rank 

Group in the gaming field. Indeed it is now 

apparent that, at the same time the NRA 

was published, the Commission was also 

investigating other major operators, resulting 

subsequently in similar shortcomings being 

identified. It is not surprising therefore that 

the Commission’s response to the NRA was 

that there was no room for complacency 

and that the gambling industry must sustain 

efforts to improve performance.

The principal risks identified in the  

NRA were:

•  negligent gambling operators allowing 

money laundering/terrorist financing in the 

gambling sector through poor compliance 

with regulations and the Proceeds of Crime 

Act (POCA); 

•  criminals gaining control of a gaming 

operator and using it as a cover for  

money laundering;

•  the sector’s exposure to criminals’  

‘lifestyle’ spending; and

•  criminals using products and services  

to store and move the proceeds of crime

At the time of publication of the NRA in 

October 2015, while all gambling operators 

licensed by the Gambling Commission were, 

as they are now, subject to: (a) the provisions of 

the POCA and the Terrorism Act 2000; and (b) 

a responsibility under the Gambling Act 2005 

to keep financial crime out of gambling, it was 

uncertain whether licensed (remote and non-

remote) casino operators would remain subject 

to the UK’s Money Laundering Regulations. 

That uncertainty arose because Article 7 

of the EU’s Fourth Anti-Money Laundering 

Directive (4th AMLD) requires that within 

two years from 26 June, 2015 all EU member 

states must:

•  identify, assess, understand and mitigate the 

money laundering and terrorist financing 

risks affecting it; and

•  implement into national laws the rules 

contained in the 4th AMLD, subject to 

exemptions (in full or in part) for providers 

of gambling services where, following an 

appropriate risk assessment, individual 

member states are able to demonstrate 

there is a “proven low risk” of money 

laundering occurring.

It was in the above context that the 

Gambling Commission (which is the 

supervisory authority for casinos under the 

current Money Laundering Regulations 2007) 

compiled its own risk assessment of money 

laundering and terrorist financing risks 

within the British gambling industry as at  

31 October, 2016. 

However, that document was not published 

until after publication by HM Treasury in 

March 2017 of an outline of the responses 

submitted to (and the British Government’s 

policy decision positions following) a policy 

consultation commenced in September 

2016 on the transposition of 4th AMLD into 

national legislation.

The Gambling Commission made it clear 

that its own risk assessment was (unlike the 

NRA) relative to other areas of the gambling 

industry, rather than to other industries (for 

example, those in the financial services sector), 

but it nevertheless followed liaison with law 

enforcement (including the National Crime 

Agency) and consideration of approaches 

taken by other AML supervisory authorities 

such as the Financial Conduct Authority.

The Commission risk-rated each sector of 

the gambling industry as follows:

• Casinos (non-remote): Higher 

•  Remote (casinos, betting and bingo): Higher 

• Betting (non-remote): Higher

• Arcades: Medium 

• Bingo (non-remote): Medium 

•  Gaming machine manufacturers and 

suppliers: Lower

• Lotteries (remote and non-remote): Lower 

It follows from the above that the Gambling 

Commission’s “higher” and “medium” risk 

ratings might not necessarily be consistent 

with the “low risk” categorisation of gambling 

in the National Risk Assessment. 

“The Commission said it is apparent that some 
operators are better than others at identifying  
and mitigating risks, with evidence existing  
of money laundering having been conducted 
through the remote sector, including by use  
of false identification”
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However, given serious concerns expressed 

by the Commission in its risk assessment  

that gambling operators’ controls are not 

effective enough to sufficiently mitigate 

the risk of money laundering, an apparent 

inconsistency has arisen in the British 

Government’s decision to exempt from what 

will be the Money Laundering Regulations 

2017 all gambling sectors, apart from non-

remote and remote casinos (which cannot 

be exempted). I use the word “inconsistency” 

because such an exemption can only be 

made where a proven low risk of money 

laundering occurring in those excluded 

sectors can be demonstrated. 

Some fairly nifty political tightrope-

walking seems to have occurred. I have not 

been the only commentator to suggest that 

betting operators, in particular, can count 

themselves lucky to have been exempted. 

Indeed, the Commission went as far as 

having said: “The ability of the non-remote 

betting sector to effectively apply the 

requirements of the legislation has been 

called into question. Operators have failed in 

their ability to apply the requirements to their 

policies, effectively implement such policies 

into processes and furthermore assure their 

processes are effective and continue to be 

effective. This demonstrates there are failings 

in the overall control framework put in place 

by operators”.

What seems to have happened is that the 

Government has placed greater weight on the 

NRA’s classification of the gambling sector as 

low risk in relation to other regulated sectors 

than on the compliance concerns expressed 

in the Commission’s risk assessment. 

In particular, the Government seems to be 

relying on the following mitigating factors that 

the NRA concluded help to manage risks in 

the gambling sector:

•  the existing legislative framework, including 

the statutory anti-money laundering 

obligations under POCA that apply to all 

gambling operators;

•  the Gambling Commission’s Licence 

Conditions and Codes of Practice (LCCP) 

applicable to all licensed operators 

in relation to the prevention of crime 

associated with gambling, with a particular 

focus on anti-money laundering provisions 

that were strengthened by amendments to 

the LCCP made by the Commission on  

31 October, 2016;

•  the role of the Gambling Commission  

itself, having noted that it had “taken 

punitive action in cases where operators are 

non-compliant with AML/CTF [counter-

terrorism financing] controls  

and has put a notable emphasis on the 

industry learning from these cases and 

sharing best practice”; and

•  steps taken by gambling operators to 

mitigate the risks of money laundering, 

primarily through: (a) effective systems 

and controls; and (b) creation of the 

Gambling Anti-Money Laundering Group 

that is producing, in collaboration with 

the Gambling Commission, good practice 

guidelines and developing “an industry-

wide risk assessment and information 

sharing across operators in both the remote 

and non-remote environments”.

Following the announcement that an 

exemption would apply to all gambling  

service providers except remote and non-

remote casinos, the Gambling Commission 

was not slow to point out that its own risk 

assessment will be reviewed on an annual 

basis. It said that:

•  this “will contribute to determining the 

Commission’s focus and to influence future 

NRAs and, in particular, whether providers 

of gambling services other than casinos 

should continue to be exempt from the 

requirements of the Money Laundering 

Regulations”; and 

•  “the risk levels attributed to a particular 

gambling sector are not static and will vary 

over time. As a result, where a gambling 

sector can no longer be deemed low 

risk (including where the sector fails to 

effectively manage the money laundering 

and terrorist financing risks) then it 

will likely lead to their inclusion within 

the provisions of the new regulations, 

subjecting that sector to its requirements”.

It will therefore be instructive for remote 

casino, betting and bingo operators to bear 

in mind the following specific concerns 

identified by the Gambling Commission 

that have led it to conclude that the remote 

sector has failed to: (a) embed learning 

from public statements arising from other 

operators’ failings; and (b) put in place 

and implement controls that are effective 

enough to sufficiently mitigate the risk of 

money laundering occurring. Specifically, it 

highlighted the following: 

•  Account based play means remote 

operators can have access to significantly 

more player data, for example, a full 

audit of transactions and details of IP 

addresses used, that if used effectively can 

reduce the money laundering risk to their 

businesses; however, the Commission 

said it is apparent that some operators 

are better than others at identifying and 

mitigating risks, with evidence existing of 

money laundering having been conducted 

through the remote sector, including by use 

of false identification.

•  Although some remote operators adopt 

a risk-sensitive approach to develop and 

maintain awareness of those countries that 

are considered a high risk of corruption 

and check customers against databases 

if they believe they could present a higher 

risk, there is no indication that this is 

widespread across the remote sector. 

•  In the case of remote casinos, the approach 

to politically exposed persons, customers 

from high-risk jurisdictions and customers 

who appear on international sanctions 

“The Government seems to have placed greater 
weight on the NRA’s classification of the gambling 
sector as low risk relative to other regulated 
sectors than on the compliance concerns expressed 
in the Commission’s risk assessment”
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lists varies across operators, with no 

indication that it is widespread practice 

to: (a) develop and maintain awareness of 

those countries that are considered a high 

risk of corruption; and (b) check customers 

against databases routinely as part of the 

due diligence process. 

•  The Commission recognises the higher 

risks associated with digital currencies 

if they were to be used within the sector 

and said that it is yet to see evidence of 

an operator demonstrating they can 

effectively manage the risk associated  

with the direct use of such currencies, 

pointing out that the prior use of digital 

currencies by organised crime highlights 

the potential for abuse within the British 

gambling industry.

•  The Commission said it is alert to the risks 

presented by new methods of financing 

gambling businesses such as crowd-

funding, including an inability to identify 

the ultimate beneficial owner. 

•  There are failings in the control 

framework put in place by remote casino 

operators, relating to their ability to: (a) 

apply the requirements of legislation and 

guidance to their policies; (b) implement 

the policies and processes; (c) assure the 

processes are effective and continue to 

be effective; and (d) apply anti-money 

laundering requirements to the degree  

of rigour required by the Money 

Laundering Regulations. 

•  Although there are many controls 

available in an online poker network, 

from a B2B perspective there is an 

opportunity to improve controls to mitigate 

vulnerabilities in circumstances where no 

one operator has full visibility of player 

data and the gambling activity to allow 

effective identification and investigation 

of suspicious activity to occur. The 

Commission maintains that it has evidence 

that these product vulnerabilities have 

materialised in the sector and concludes 

that there is therefore an opportunity to 

improve the relevant controls. 

I will leave the final words of warning to the 

Gambling Commission. It has said: “Those 

operators who will not become subject to the 

new regulations are reminded that:

•  they still have other duties to prevent  

money laundering under the Gambling  

Act, POCA and the LCCP,

•  there is a clear need to further raise 

standards across the industry and

•  government has warned it has the power 

to include sectors within the new Money 

Laundering Regulations at a later date  

if those sectors are assessed as being  

higher risk.”

David Clifton is a founding 
director of Clifton Davies 
Consultancy Limited (and a 
consultant to Joelson Wilson 
Solicitors). David has specialised in 
gambling law since the early 1980s, and was 
amongst the first UK lawyers to advise the online 
gambling pioneers in the mid-1990s. More 
information at www.cliftondavies.com 
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