The corporate challenges of compliance under the AML regime
_______________________________________
1 A brief history
I first started advising the UK gambling industry in 1983. It was a very different world then. The
telephone was at the cutting edge of information technology. It was:
•
•

6 years before Tim Berners-Lee invented the World Wide Web and
13 years before the first money was staked on an online casino.

There was no AML legislation in those days. It took 9/11 to herald in the first money laundering
laws to combat terrorism financing. In the UK, it was the Proceeds of Crime Act 2002, the
terms of which apply to all gambling businesses.

It was not until the 2003 Money Laundering Regulations that casinos were brought within their
regulatory ambit, and that was four years before the Gambling Act 2005 came into force in
September 2007 – the first UK legislation that made provision for the licensing and regulation
of online gambling.
The 2005 Act introduced the licensing objectives, the first of which is “preventing gambling
from being a source of crime or disorder, being associated with crime or disorder or being
used to support crime” (section 1 GA2005), an objective which all licensed operators must
promote and the Gambling Commission must pursue and have regard to, wherever
appropriate.
In 2007, the Gambling Commission introduced its first AML code of practice and for betting
operators and Prevention of Money Laundering and Combating the Financing of Terrorism
Guidance for remote and non-remote casinos.
In its 2007/08 Annual Report, the Gambling Commission said “The Commission aims to work
collaboratively with land based and remote casinos to enable them to achieve compliance with
the Money Laundering Regulations 2007. The results of a pilot assessment of compliance with
the Commission’s guidance and the regulations were encouraging; compliance will be
assessed and monitored on a nationwide basis by the end of summer 2008”.
AML compliance continued to be low-key for a good five years after that – not surprisingly,
possibly:
•
•

The Commission’s staff were on a very steep learning curve, particularly given the loss
of experienced personnel arising from the relocation from London to Birmingham in
2006;
They were having to cope with completely new legislation, whole new gambling sectors
(betting and the online) that they had never regulated previously, and the pending
absorption of the regulatory responsibilities of the National Lottery Commission

I think it fair to say that the industry had become complacent as far as AML compliance was
concerned. Commission staff carried out routine AML inspections and, generally speaking,
operators received a reasonable tick.
All this started changing in 2013, a year that commenced with the Gambling Commission
calling on the industry, especially the larger operators, to demonstrate that they were putting
social responsibility at the heart of their business – the pre-runner to Sarah Harrison’s present
clarion call for the consumer to be placed at the heart of gambling regulation.
The Commission’s 2014 Report says: “This year we found vulnerabilities in a number of major
gambling operators covering areas such as anti-money laundering and problem gambling
controls, as a result of shortcomings in management of regulatory risk. The boards and key
personal management licence holders of the operators concerned have taken action and the
lessons learnt have been shared with the rest of the industry to help raise standards across
the whole gambling industry”.
The first two of these sent shockwaves through the industry, concerning, as they did,
shortcomings in the AML and social responsibility controls of two recognised industry leaders
– Coral Racing and Aspers Casinos – that had been identified not by Gambling Commission
inspections but instead arising from Police investigations.
In both cases, the Gambling Commission’s so-called “enhanced compliance” approach
resulted in Public Statements being published on 30 September 2013.

In the case of Corals, the Public Statement said, amongst other things: “As a result of the
challenges faced by the operator, they have agreed that the learning from this exercise should
be shared with the industry more widely. This covers …. ensuring commercial imperatives do
not “crowd out” management of regulatory risk. Arguably, if the operator had applied the rigour
of their commercial management systems to the regulatory risks involved, the shortcomings
may not have arisen in the first place”.
Similar comment was made by the Commission in the case of Aspers: “Arguably, if Aspers
had applied the rigour of their commercial management systems to the regulatory risks
involved, the shortcomings would have been identified sooner, allowing earlier and more
effective intervention. In the event, the operator did not ask the right questions at the right
time. Aspers acknowledges that commercial and business information could and should have
been considered for anti-money laundering and social responsibility purposes when
transacting with the individual”.
The Gambling Commission said the same about both cases: “These events demonstrate the
need for Boards, however committed, to ensure their controls on money laundering and
problem gambling are effective on the ground. These cases, and others like them, suggest
that there are industry-wide vulnerabilities that need to be tackled as a priority”.
A month later, Ladbrokes was on the receiving end, the Commission stating: “We …. urge all
operators to satisfy themselves, as a matter of urgency, that their own arrangements for the
effective governance of trading room functions do not expose themselves to unnecessary and
unacceptable risk to their ability to deliver the licensing objectives and comply with the
conditions and codes attached to their licences”.
Over the next three years, a flood of similar cases followed, culminating in voluntary
settlements removing any financial benefit from the shortcomings and additional payments to
the Commission to cover investigation and enforcement costs:
•
•
•
•
•
•
•

bet365 (where “a substantial seven figure sum” was forfeited by the licence-holder),
the Rank Group (where £950,000 profits from the shortcomings were surrendered),
Caesars Entertainment,
the Park Lane Casino (where an operating licence review was commenced and both
the MLRO and the Managing Director’s PMLs were reviewed),
Paddy Power,
GalaCoral and
Betfred.

In the case of GalaCoral (April 2016), the Commission’s criticisms went to the heart of the
company’s corporate regime: “We concluded that the identified issues highlighted by this
customer indicated wider systemic faults with Gala Coral Group’s approach to AML and SR
at the relevant time …. The identified failings …. had a wider reach than the customer’s
particular case and demonstrated significant weaknesses in Gala Coral Group’s corporate
AML and SR regimes at that time”.
They are by no means the only operators who have faced in-depth Gambling Commission
investigations. Over the last two years, my company has advised other operators (remote and
non-remote) in relation to such matters. With our help, their cases have not hit the headlines
in the same way. We have also:
•

conducted independent audits of operators’ AML/CTF controls and

•

working in collaboration with the Gambling Commission, assisted an industry trade
organisation to introduce AML Best Practice Guidelines for its members.

So, how can operators best manage the corporate challenges of compliance under the new
AML regime (to quote the title of this session) or (to use the Commission’s words) ensure that
commercial imperatives do not “crowd out” the management of regulatory risk? I am going to
suggest answers to those questions by breaking them down into a number of distinct, but
associated, issues.
2 Corporate governance arrangements
Operators should ensure that their corporate governance framework sets out the necessary
responsibilities and procedures that guarantee that they properly assess and manage ML/TF
risk and reporting, by:
•
•
•

•

•
•

defining their AML/CTF risk appetite, so that it is clear what level of such risk is
acceptable,
monitoring changes in their risk profile performance against stated tolerances,
requiring that senior management owns the risk and is fully engaged in the decisionmaking process (including in relation to the LCCP Licence Condition 12.1.1 risk
assessment which generates the risk-based AML/CTF policies adopted by its
business)
ensuring that the Nominated Officer/MLRO is positioned in a way that supports the
importance of the role and that they are provided with adequate resources reflecting
the size, complexity and geographical spread of the organisation’s customers and
business,
putting in place a documented process for the internal escalation of suspicions and
concerns, and
creating a “culture of compliance” throughout the entire business to which all
employees subscribe.

3 Internal controls
A new requirement is imposed by Regulation 21 of the Money Laundering, Terrorist Financing
and Transfer of Funds (Information on the Payer) Regulations 2017 (“MLR 2017”) applicable
in the casino sector: “where appropriate with regard to the size and nature of your business”,
an operator must appoint a member of senior management to be the officer responsible for
compliance with the MLR. That is not the same thing as the Nominated Officer (or MLRO).
Such a person will meet the definition of senior management if they have sufficient knowledge
of the operator’s money laundering and terrorist financing risk exposure and sufficient
authority to take decisions affecting its risk exposure.
Again only where appropriate to the size and nature of the business, the operator must:
1. carry out screening to assess the skills, knowledge, expertise, conduct & integrity of
relevant AML employees (before & during their appointment) and
2. establish an independent audit function to examine, evaluate and make
recommendations about the adequacy of its policies, controls and procedures and
monitor compliance with them.

So, the first question is what is “appropriate or proportionate with regard to the size and nature
of the operator’s business”? The Gambling Commission’s updated AML Guidance states that
in determining the answer to this, in addition to taking into account their ML/TF risk
assessment, “casino operators must take into account any guidance issued by the Gambling
Commission or appropriate body and approved by HM Treasury”. It says that this would
include the Remote Gambling Association (in the case of remote operators) and the National
Casino Forum (in the case of non-remote operators).
In the absence of any such “guidance issued by the Gambling Commission or appropriate
body and approved by HM Treasury”, I have asked the Gambling Commission what, in its
view, is going to be “appropriate or proportionate with regard to the size and nature of the
operator’s business” for the purposes of Regulation 21. Its response is that “the Commission
is not overly prescriptive about what is appropriate for their business as this is for operators to
assess based on their individual business”. However, the Commission does also suggest that
“operators should consider the Commission’s ML/TF risk assessment of the GB gambling
industry which will be published from time to time”. The last such money laundering and
terrorist financing risk assessment within the British gambling industry was published by the
Commission in March 2017, reflecting its view as at 31 October 2016, when the remote casino,
betting and bingo sector was assessed as “higher risk”.
The second question is what does “an independent audit function” mean? Does it mean:
•
•
•

a Compliance Committee chaired by a non-executive director or other independent
chairperson?
a check conducted by a larger operator’s Internal Audit department or by its
Compliance Director?
a completely independent third party?

I have also raised this question with the Gambling Commission. Its response is that “the
independent audit function could be an internal or external audit function (or even both), so
long as it carries out its work freely and objectively, without influence from management and
those responsible for implementing the controls. It’s an assurance and advice function, which
is set out in the final bullet point of the [Commission’s] guidance. How this function is
constituted will be determined by the size and nature of the operator’s business. This need
not necessarily involve an independent third party”.
4 Extra-territorial reach
Regulation 20 of the MLR applies to casino operators and their subsidiaries and branches
located outside the UK.
Where any of those subsidiaries and branches are in countries with AML regimes that are less
strict than the UK’s, they must apply measures that are equivalent to those required by the
MLR 2017.
5 The Nominated Officer
The new requirement to appoint an officer responsible for compliance with MLR 2017
(mentioned above) is additional to an operator’s obligation to appoint a nominated officer,
though the same person can hold both of those roles if they are sufficiently senior.
The Commission has confirmed that:

•
•
•
•

it is content that the nominated officer may take on other compliance roles and
responsibilities,
a nominated officer may also hold another management function within the business,
as long as they have a sufficient level of seniority and the authority to act
independently, supported by sufficient resources to carry out their duties,
the nominated officer is not required to hold a PML, but the Commission considers it
good practice to do so, and
operators in foreign jurisdictions must appoint a nominated officer for the purposes of
complying with the MLR 2017 if they transact with British customers.

Outsourcing of the Nominated Officer role to an external individual consultant or provider of
such a service is no longer permitted (under Regulation 21(3) which states that: “An individual
in the relevant person’s firm must be appointed as a nominated officer”).
My above comments relate solely to casinos, but the Commission recommends that operators
in the non-regulated sector also consider appointing a nominated officer, as this will help them
meet their obligations under the Proceeds of Crime Act more effectively (particularly reporting
suspicious activity to the NCA).
6 Management information
Management information should provide senior management with sufficient information to
understand and manage the AML and CTF risks to which their business is exposed.
Management information should be provided regularly (e.g. monthly) and ad hoc, as risk
dictates.
Examples of such management information include:
•
•
•
•

an overview of the AML risks to which the business is exposed, including information
about emerging risks, its customer profile and any changes to its risk assessment
(including by reason of the adoption of new technology)
relevant legal and regulatory developments
an overview of the effectiveness of the business’s AML/CTF and sanctions systems
and controls and
information in relation to KPIs, including for example:
o numbers of internal reports to the Nominated Officer and suspicious activity
reports to the NCA
o requests for confidential customer information made by law enforcement,
investigatory or regulatory agencies
o court orders [whether made under Schedule 1 to the Police and Criminal
Evidence Act 1984 or otherwise]
o business relationships terminated due to AML/CTF concerns
o continued/reinstated business relationships following resolution of such
concerns
o suspended business relationships pending receipt of sufficient EDD
information
o new business relationships, in particular those that are high-risk (including
PEPs)
o positive sanction checks
o KYC files at EDD trigger levels and other ongoing monitoring alerts
o numbers of relevant staff who have passed/failed AML training and numbers
whose training needs renewing

7 Senior Management Responsibility
A risk-based approach requires the full commitment and support of senior management and
the active co-operation of all employees.
This means that senior management must (and must demonstrably record that they):
•
•
•
•
•
•

set the right tone and demonstrate leadership on AML and CTF issues,
create and maintain a “culture of compliance” throughout the entire business (to which
I have already referred),
recognise that appointment of a Nominated Officer doesn’t diminish their own ultimate
responsibility to effectively identify and manage ML/TF risks,
determine the depth and frequency of information provided by the nominated officer
that they feel is necessary to discharge their responsibilities,
ensure that their control processes and procedures are appropriately designed and
implemented and are effectively operated, and
ensure that all relevant employees are regularly given training how to recognize and
deal with issues which may be related to ML or TF.

8 Lines of Defence
Nothing new here but, for the avoidance of doubt, in order to achieve proper accountability
across an operator’s AML/CTF controls, processes should be implemented that distinguish
between:
•
•
•

first lines of defence (in the form of operational management and staff) – take
ownership of customer AML risk
second lines of defence (in the form of senior management, the Nominated Officer and
members of the AML and compliance teams) – set AML strategy, framework & policy
and provide support
in the case of larger operators, third lines of defence (in the form of Compliance
Committees and/or internal audit teams) – provide an assurance that all AML related
activities are being conducted as they should be

9 Training
Regulation 24 of the MLR 2017 requires that all relevant employees of casinos must be trained
regularly on the MLR, the Terrorism Act and POCA, and the provisions of data protection that
are relevant to the implementation of the MLR, and must apply the operator’s policies,
procedures and controls, including the requirements for CDD, record keeping and SARs.
So, this in turn requires a clear, tailor-made and well-articulated training policy and procedure
that reflects the ML and TF risks they identify in their individual business.
It must also include monitoring the effectiveness of the training not only for staff but also
specifically for senior management and the Nominated Officer.
From a risk management perspective, in the case of larger operators, consideration should be
given to the Nominated Officer providing oversight regarding the content of training but

delegating delivery of the training to the AML compliance team to enable them to build their
skills in this area (in order to reduce reliance on the Nominated Officer).
Operators must maintain records to monitor who has been trained, when they received the
training, the nature of the training and the effectiveness of the training. Getting all staff to sign
and date a form confirming the training they have received can help emphasise how important
it is that they follow their training at all times.
10 Dealing with Gambling Commission inspections and investigations
I started this presentation by listing the public statements arising from gambling operators
AML related failings. In June of this year, the Gambling Commission announced a
considerable strengthening of its enforcement policy. This was influenced by that fact that, in
the Commission’s own words: “over time, settlement has become accepted and expected. Its
repeated use is not creating sufficient deterrent and so we want operators to be clear that
when we are alerted to a breach the full range of enforcement tools will be considered. We
proposed that licence review should be placed on an equal footing with other enforcement
tools. This provides us with a full range of enforcement options, from which we can select the
most appropriate”.
Putting it bluntly, the Commission has lost patience with operators that it perceives have failed
to learn from the published outcomes of its AML related casework. It has made it clear it wants
an industry culture where, if something goes wrong, an operator recognises the impact, quickly
informs the Commission, and swiftly implements an effective remedy. It will not tolerate those
who repeatedly breach or are recalcitrant towards their licensing obligations who, it says,
“should anticipate the use of the option of a review of their licence and the full range of
sanctions available through that process”.
This August’s imposition of a penalty package of over £7.8million on 888, arising from
significant flaws in its social responsibility is clear evidence that was not an empty threat. We
have been made well aware that, in exercising its powers to impose a financial penalty, the
Commission will have particular regard to:
•
•
•
•
•

the seriousness of the breach of condition in respect of which the penalty is proposed
whether or not the licensee knew or ought to have known of the breach
whether the breach is an example of repeat behaviour by the licensee and
whether the breach arose in circumstances that were similar to previous cases the
Commission has dealt with which resulted in the publication of lessons to be learned
for the wider industry and
the timeliness of any admissions made by the licensee and actions taken to remediate
the breach.

So – to sum up – from an AML perspective, the corporate challenge is to ensure that
commercial imperatives do not “crowd out” the management of regulatory risk. If that
challenge is not met to the Commission’s satisfaction in future, operators can expect not only
financial penalties on a par with that sustained by 888, but also the real risk that operating and
personal management licences may be lost. You have been warned!

